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EKCINEPTHHUHN BUCHOBOK

KOMILIEKCHA cucTemu 3axuery indopmauii [TC €IP/10
HauionansHOro areHTeTBa 3 NMUTAHb 3a001irans KOpymii

Tepminu Ta cKOpoYeHHS

Bci TepMminum BxuBaioThcs B TiaymavenHi srigHo HJ T31 1.1-003-99
«TepmiHonoris B ramysi 3axucry iHpopMalii B KOMII'IOTEPHHX CHCTEMax Bi/l
HeCaHKLIIOHOBAHOTO JOCTYIy» Ta 3akoHy Ykpainu «IIpo indopmario».

JloaaTKOBO BUKOPHUCTOBYIOThCS HACTYITHI CKOPOYEHHS:

KC3I

€1IP10
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T3I
I13
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O14
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K33
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HA3K

KomruiekcHa cucTeMa 3axucty iHpopmarii

€ muHuii nep)kaBHUR peecTp aekaapalii ocib,
YIIOBHOBa)X€HUX Ha BUKOHaHHs QyHKILIH AepxkaBu abo
MICIIEBOTO CAaMOBPSIy BaHHS

HecaHnkuioHoBaHuU#t JOCTyN

Cnyx0a 3axucty iHpopmarii

ABToMartu3oBaHe poboye Micie

TexHiuHui 3axucT iHGoOpMAaLii

[Iporpamue 3abe3neueHHs
[HdopmaniiiHo-TeIeKOMyHIKaliifHa cucTemMa
OnepariitHa cuctema

O6’exT iH(OpMaLIIHHOT AISTEHOCTI

JlokanbHa o04KCIIOBaIbHA Mepeka

Kommexc 3aco6iB 3axucry

TexHiuHe 3aBlaHHSA

Mepesxesuit 3acib 3axucry

Jlep>xaBHuUI LeHTp Kibep3axucTy Ta MpOTHIIT Kibep3arposam
HartionansHe areHTCTBO 3 MUTaHb 3aM00iraHHs KOPYIILIii
Ykpainu



EKCIHEPTHUU BUCHOBOK
KOMIUIEKCHA cucTemu 3axucty indopmauii [TC €/1P1O
HanionanbHoro areHTeTsa 3 nuTans 3anodirants Kopynuii

1. 3araabHi BifoMocTi 010 06’€KTa eKCnepTH3H

OG’eKT excrniepTU3Hu — KOMIUIEKCHA cucTema 3axucty iHdopmaii (nami — KC3I)
iHopMaLiiiHO-TeleKOMYHiKaliifiHOT ~ cucTeMd  «ECOUHMNA  JE€pPKABHHUN  peecTp
JieKsapallii ocib, ynmoBHOBa)K€HHX Ha BUKOHAHHS (QYHKIM aepxkaBu abo MicueBoro
camoBpsyBaHHs» (pami — [TC €IPJ10).

Bnacuuk — HarllosansHe areHTCTBO 3 MUTaHb 3anodirands kopymii (zam — HA3K),
01103, m. Kuis, 6ynsB. [pyx6u Haponis, 28.

Excnepruza KC3I ITC €IPJIO, mo nanexuts HA3K Bukonysamacs JIIIK3
Jlepxcnenss’ s13Ky.

2. 3araibHa XapaKTepPHCTHKA 06’ €KTa eKCNepTH3H

KC3IITC €IPJ10 npusnayena juis:

— GisuyHoro 3axucry TexHidHMX cknagosux ITC €JIPJIO, mpuMmiliens, e
posmiweni enementn ITC €PJIO, HoCiiB, WO MicTaTh iH(OpPMAaIii0, sKa miwsTaE
3aXHCTY, Bi/l HECAHKIIIOHOBAHOTO AOCTYIY 3 GOKY CTOPOHHIX 0ci6;

— 3alesneveHHs ONHO3HAYHOI imeHTMOikauii Ta aBremTHdiKamii  Beix
3apeectpoBanux kopuctysadis ITC €JIP/IO npu otpumanHi HEMM HOCTYNy 10
¢yskuiit ITC €IPJIO Ta 06’ekTiB, 1m0 MicTaTh iH(OpMArTito, sika misrae 3aXUCTY;

— 3abe3nevyeHHs KOHOINEHIIHHOCTI, WiTiCHOCTI Ta JOCTYITHOCTI iH(popMaLii, ska
0bpobusierses B ITC €JIPJ10, 3riaHo npuitHATOT MOMITHKY Ge3nexu;

— 3ale3rieyeHHs PO3MEXYBAHHS AOCTYITY 3apeeCTPOBAHMX KopuctyBauiB 1TC
€NPNIO no o¢ymkuiti ITC €JIPJIO Ta 06’eKkTiB, MO0 MiCTITH iHpOpMaliiio, sKa
NiAJISrae 3aXUCTy, y BiMOBIAHOCTI 10 NPUHHATOT MOMITUKH Ge3neKHu;

— 3a0esledyeHHs  yHEMOXIHBIEHHS  JOCTYIy  HeaBTeHTH(IKOBAaHHX i
HE3apeeCTPOBAHMX KOPHCTYBa4iB [0 iH(opMallii, 110 06pobisieTses Ta 36epiracThes B
ITC €APIO;

— 3abesredeHHs peecTpauii Aiif 3apeectpoBanux xopuctysadis ITC €JIP/10 1o
BizHOmEnHO 1o ¢ynkuii ITC €JIPJIO Ta 06’€KTiB, MO MIiCTATH iH(pOopMaliio, sKa
MiJUIAra€ 3aXMCTY, Y BiANOBIAHOCTI 10 NPHIHATOL MOTITHKY Ge3meKy;

— 3aXHCT Bijl BTpaTH 00 €KTiB, 10 MicTATH iHpOpMALIito, sKa TiuIarae 3axHcCTy,
Ta MOPYWIEHHA iX IUIICHOCTI BHACHIOK BHXOAY 3 Jaly OKPEMHX elleMEHTIB
MPOrPaMHO-TEXHIYHOTO KOMIUIEKCY, B TOMY YHMCIi HOCIiB iH(opmawii, enemenTin
CHCTEMH €JIEKTPOKUBJIEHHS Ta iH.;

— posmozin pecypcis ITC €JIPJO Mik KopHCTyBaYaMy BiANOBIAHO IO
NPUHHATOI MONITHKH Oe3NeKH;

— 3abesnedeHHs 3axucty inpopmauii Bin Buecenns B ITC €IP/IO wmikiaiuBoro
POrpaMHOro Koy (BipyciB, TPOSHCHKHX MPOrpaM Ta iH.);

— 3axucr ITC €/IPJIO Bix MepesxeBux atak 3 60Ky Mepexi [HTepHerT;

— TOCTIHHOrO MiATPHMAaHHS B aKTyalbHOMY CTaHi CHCTEMH 3aXHUCTY,




EKCINEPTHHUHW BUCHOBOK
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MOZlepHi3allli mNporpaMHMX 1 amapaTHUX 3aco0iB 3axucTy iHpopmarii s
He#Tpani3aluii 3arpo3, o BUHHKAIOTE;

— BHUJUIEHHSA aIMiHICTPATOpiB, SKi MalOTh IOBHOBAXKEHHs YIPAaBJIiHHS Ta
oOcimyroByBaHHs TeXHIYHMX Ta mnporpamHux 3aco6iB KC3I, npusHauenHs Tta
CKacyBaHHs IpaB 1HIIMM KOPUCTYBadaM BiJIOBIIHO 1O NPUAHATOL MOJITHKH Oe3IeKH.

3axuct Big 3arpo3 HCJI B KC3I ITC €/IP/IO 3abe3neuyyeThcss KOMILIEKCOM
3aco0iB 3axucty (mani — K33) Biji HecaHKIIOHOBAaHOrO HOCTYIY A0 iH(OpMallii, 1110
obpobusersest Ta 36epiraetbes B ITC €/IPJIO K33, mo Bxoauts g0 cknaxy KC3I,
peani3ye IOCIYTrH i3 3aXHCTy OO’€KTiB CHCTEMH BiJl HECAHKI[IOHOBAHOTO
o3HailoMJIeHHs 3 iH(opMmauiero (3arpo3d KOH(}IJEHIIAHOCTI), HECAaHKI[IOHOBAHOI
mozudikanii  iHdopmauii  (3arpo3W  UUTICHOCTI), TOPYIIEHHS  MOJMKJIMBOCTI
BHKOPHCTaHHs KOMIIOHEHTIB cHcTeMH abo oOpolbioBaHoi iHMopMmalii, (3arposu
JIOCTYIHOCTI) Ta NOCHYyru igeHTHGikamii i KOHTPONIO 3a JisIMH KOpPHMCTYBadiB,
KepOBaHOCTI CHCTEMOIO (TIOCITYTH CIIOCTEPEIKHOCTI i KEPOBAHOCTI).

Meroio crBopenns ITC €JIPZIO e 3abe3nedeHHs (yHKIIOHYBaHHS CHCTEMH
€NIEKTPOHHOTO  JIeKJlapyBaHHs B  YKpaiHi, peecTpauis Jekiapauiii  oci0,
YIOBHOB&XEHHMX Ha BUKOHAHHS QYHKIiH nepiaBy abo MiCLIeBOro caMoBpsi/lyBaHHS Ta
oprasizallis B3aeMoJii 3 6a3aMu JaHUX iHIIMX Jep)KaBHUX OpraHiB YKpaiHu 3 mUTaHb
3ano0iraHHs Kopynuii B YKpaiHi.

ITC €EAPO — ne cucrema, sika 3abe3nedye aBTOMaTH3allil0 po6OTH cy6’ €KTiB
nexnapyBaHHs, nmocanoBux ocid HA3K, 30BHimHIX BiBiyBauiB B 4acTHHI 30UpaHHs,
HaKONHUYEHHs, Nepeadi, 06poOKky iHpopMallii 11010 AeKnapailiii mpo MalHOBHUH CTaH,
MOBIJIOMJIEHh TIPO CYTTEBi 3MiHM B MailHOBOMY CTaHi, 0 mojaHi cy6’ekramu
AeKIapyBaHHs, HaJaHHs JOCTYNy A0 JaHHX B JeKIapalisX Ta MOBiJIOMJIEHHAX PO
CYTTEBI 3MiHM JUIs 30BHIIIHIX KOPHCTYBaYiB Ta KOHTPOJIIOIOYHX OpraHiB.

ITC €0P/10 npusHayeHa s TOJAHHS JAeKjapaliii B eleKTpoHHii dopwmi,
3a0e3ne4YeH sl JOCTYNy TPOMAJCHKOCTI B PEKMMi pealbHOro 4acy Ta HalaHHS B 1i
PO3MOPS/DKEHHsI 3aC00iB MOIIYKY MO BCiX IMOJAHHX JAeKJapalisx MaiHOBOro cTaHy,
CTBOPEHHS KOMILIEKCHOI CHCTEMH €JIeKTPOHHOI NepeBipKH TMOAaHMX JeKiapailiil
MaiHOBOI'O CTaHy.

CucreMa eeKTPOHHOTO JIeKJIapy BaHHS BUKOHY€E HACTYITHI 3a1a4i:

— BBEJICHH JJaHUX Cy0’€KTOM JeKIapyBaHHS,

— 3albe3NeyeHHs] 3aXMINEHOro MPOTOKONY aBTeHTU(]IKalii KOpHCTYyBadiB ycix
KaTeropii A4 BXOIy B CUCTEMY €JIEKTPOHHOIO JIeK/IapyBaHHS;

— 3anobiraHHs MoMwikam 3 Goky cy6’ekra HekiapyBaHHS I1iJl 4ac BBEJCHHS
IaHUX;

— BHKOHaHHs IIEpeXpecHOi nepeBipkH iH(opMalii 3 BUKOPHUCTAHHAM 0a3 JaHuX
IHIIMX JepKaBHUX OpPraHiB;

— HaJaHHA JOCTyNy JO0 CHCTEMH eJIeKTpoHHOro aexkiapyBaHHs ITC ixmmx
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JIep)KaBHUX OpraHiB;

— 3abe3nedyeHHs KoHOiaeHiHHOCTI Ta wuiticHocTi mpu 30epiranHi B ITC
BBEJICHHX JIaHUX;

— HaJaHHA BIJKPUTOrO OHJIAMH JOCTYMy Ta 3aco0iB TNOIIYKY MO BiAKPUTHX
JIaHUX, 110 MICTATHCS B J€KIapallisx, i MOKITMBOCTI IX 3aBaHTAKEHHS,

— cTBOpeHHs Biakputoro API qyis po3poOHHKIB /Ui 3a0e3Me4YeHHs 3aXHILIEHOI0
JIOCTYIY JIO BiIKDHTHX JaHHX i3 JeKJIapalliii MaiiHOBOIrO CTaHy Ta IX 3aBaHTAXXEHHS B
pi3HHX (hopMaTax;

— onruMmisaillig npoueayp o6pobku neknapalliii MaiHOBOrO CTaHy INEPCOHAIOM
HA3K i cTBopeHHs eeKTHBHOTO Gi3Hec-Tpoliecy NepeBipkH JeKaapallii.

Komnonentu ITC €PJIPO B I[O/] BKIOYAOTh HACTYNHI (YHKLIOHAIBHI
JaCTUHHU:

— aKTHBHE MepexeBe o0NaHaHHs s Nepeiadi JaH|X B II00abHIi Mepexi;

— 3aci6 kpunrorpadiyHoro 3axucty iHdopmallii, kUi 3abe3nedye 3aXUILICHUN
KaHaJ 3B’ 3Ky MiX HeHTpoM 00poOkH Aanux Ta BHyTpimHiM koHTypoM ITC €/IP/10;

— BebG-nopran (public) ITC €IPJIO, skuii npusHaueHHH s 3abe3neyeHHs
neperisay JaHUX LI0J0 Ocib, YIIOBHOBOXEHUX HA BUKOHAHHS QYHKILH JepxaBu abo
MiCIIEBOTO CAMOBPSITyBaHHs Ta iX MaifHOBOro cTaHy (6e3 Bi0OpaKeHHs NepCOHaIbHUX
JIaHKX), IOJATKOBHX BigoMocTeii 30BHilHIME KoprcTyBadamu ITC €/1PJ10;

— BebO-nopran (private) ITC €/IPJ0O, skuii npusHayeHUi Juis 3a0e3neyeHHs
aBroMaTH3alii mpoueciB 30opy, mneperisgy Ta 00poOkM jgaHMX moAo ocid,
yIIOBHOBXEHHUX Ha BUKOHAHHs (DyHKIiH nepkaBu abo MiCIIeBOro caMOBps/ly BaHHS Ta
iX MaiHOBOro crtaHy (3 BiZOOpaXXeHHSAM NEPCOHAIBHUX JAaHUX), JI0JATKOBHX
BisjoMocTel BHyTpiluHiMH kopucTyBadamu ITC €JIPZIO 3  BiAnoBiJHUMH
MTOBHOBa)XEHHSIMU;

— 0Oasza pamux (public) ITC €IPJO, mo npusHadyeHa i 3abe3nedeHHs
CTPYKTYPOBaHOCTI, 00poOKH Ta 30epeskeHHs JaHMX ILI0A0 0Ci0, YOBHOBAXEHUX Ha
BUKOHaHHSA (YHKIIH nepkaBd abo MICIEBOr0 CaMOBpPsiAyBaHHsS Ta iX MaiHOBOIO
crady (0e3 MOMJIMBOCTI Neperyisify MepcoOHATbHUX JaHMX), JOAATKOBHX BIIOMOCTEN
kopuctyBadamu ITC €/IP1O 3 BiANOBIAHUMH IIOBHOBa)KEHHSIMH;

— 0Oaza manux (private) ITC €JIPJ1O, mo npusHadyeHa Ui 3abe3nedeHHs
CTPYKTYpOBaHOCTi, 00poOKH Ta 30€peXeHHsA AaHUX II0A0 OcCi0, YIOBHOBaXXEHHMX Ha
BUKOHaHHSA (YHKIIH IepkaBd abo MiICLIEBOrO caMOBpSAyBaHHS Ta iX MaiHOBOIO
cTaHy (3 MOXJIMBICTIO Teperisiay MepCOHATbHUX NaHMX), AOAATKOBUX BiJOMOCTEMH
kopuctyBadamu ITC €JIPJ1O 3 BiAnoBiAHUMH TOBHOBAXKEHHSIMHU;

— CKBJ ITC €IPIO npu3HaveHa A 3a0e3ne4eHHs YIPaBIiHHSA pesliiHO

h
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iy

6azoro nanux ITC €/IP1O, ne 36epiraioThes yci JaHi moa0 ocib, YIIOBHOBAKEHHX Ha
BUKOHaHHS (YHKLIH nepkaBu ab0 MiCIIEBOro CaMOBpPSYBaHHS Ta iX MaiHOBOIO
CTaHy, JI0JIaTKOBI BiJIOMOCTI;

— (aiinoBuii 0OMIHHUK, 10 NpU3HAYeHWH Ui 3abe3nedeHHs iHGOpPMaLIiHOIO
oominy Mix ITC €JIP/10 Ta 30BHimHIMu ITC;

— TMOLITOBHH cepBep, L0 NpU3HAYeHHH s 3abe3nedeHHs iHGopMaliifHOTO
obminy Mk ITC €IP/10 Ta 30BHim#iMu ITC.

Komnonentu ITC €PJO y BHytpimmmsomy koutypi (HA3K) BKIOUarOThH
HACTYMHI QYHKIIOHAIbHI YaCTHHH:

— QaKTHBHE Mepe)keBe 00NaJiHaHHA [ Nepefiadi JaHuX B IIo0aibHii Mepexi;

— 3aci6 xpunrorpadiuHoro 3axucty iHdopmaiii, skuii 3abesneuye 3axXHILEHUII
KaHaJ 3B’ 3Ky MiXK LIEHTpOM 0OpoOKH JaHuX Ta BHYTpiluHIM kKoHTypoM ITC €JIPJ10;

— APM anmMinicTparopis, g aaMiHICTpYBaHHS Ta M ATPUMKH DYHKIIOHYBaHHS
komrionenTis ITC €JIPJ10;

— APM BHYTpilIHIX KOpHCTyBa4iB, /Ui 3[iHCHEHHS TiITPUMKH Ta
aBToMaTH3alii mpoueciB 30upaHHs, o6poblieHHs Ta Nepejadi AaHUX MO0 OCi,
YIOBHOB2XXE€HUX HA BUKOHaHHA (DyHKILiH AepikaBu abo MicIIEBOro caMoBpsIIyBaHHS Ta
X MaifHOBOIO CTaHy, 10AaTKOBHUX Bisomocreit [TC €1P/10.

Puc. 1. 3aransna crpykrypha cxema ITC €IPJI0

6




EKCIIEPTHUHW BUCHOBOK
KOMIUIEKCHA cucTeMn 3axucrty indopmauii ITC €IPJ10
HanioHansHOro areHTersa 3 nuTanh 3anobirants Kopy i

3. HopmMaTHBHI Ta TeXHi4YHi JOKYMEHTH 3 TeXHIYHOro 3axucrty indopmauii,
sIKi BpaX0BYBAJIMCH M/l 4a¢ eKCINEePTH3H NMPOrpaMHoro 3abesnevenss:

3.1. 3akon VYkpainu «IIpo indopmarnio» Bix 2 xoBTHa 1992p. Ne 2657-XII
(31 3MiHAMH);

3.2. 3akon VYkpainu «[Ipo 3axuct nepcoHanbHUX AaHux» Big 01.06.2010p.
Ne2297-VI (31 3mMiHaMu);

3.3. 3akon Vkpainm «IIpo 3axuctr iHdopmauii B  iHdopMauiiHO-
TelneKoMyHiKaliiHux cuctemax» Big 31.05.2005p. Ne 2594-1V (31 3MiHamMHu);

3.4. 3akoHom Ykpainu «IIpo 3amobiranns xopymuii» Bif 14 xostHa 2014 p.
Ne 1700-VII;

3.5. 3akon Vxkpaiuu «IIpo enekrtpoHHHH LU(pPOBUA mianmuc» Bia 22 TpaBHs
2003 Ne 852-1V;

3.6. 3axoH Vkpainn «IIpo enekTpoHHI JOKYMEHTH Ta eJIeKTPOHHUM
nokymeHToo0ir» Bix 22 tpaBHs 2003 Ne 851-1V

3.7. Yka3 Ilpesunenta Ykpainu Big 27 BepecHs 1999p. Ne 1229/99 «Ilpo
[TonoxeHHs PO TeXHiYHM#H 3axucT iHGopmauii B YkpaiHi»;

3.8. Vka3 Ilpesunentra VYkpainu Big 14 nunus 2000p. Ne 887/2000 «IIpo
B/IOCKOHAJICHHS iH(popMaliiHO-aHamiTH4HOrO 3a0e3neuenHs [Ipesunenra Ykpainu Ta
OpraHiB JIep/KaBHOI BIIaIH»;

3.9. Vka3 Ilpesunmenta VYkpainu Big 1 cepmus 2002p. Ne 683/2002 «IlIpo
JI0JaTKOBI 3aX0/M 1010 3abe3neyeH sl BIIKPUTOCTI Y AiSIBHOCTI OpraHiB JepiKaBHOI
BIIAJIH»;

3.10. «Ilopsimox mMiAKMIOYEHHS 10 TI00anbHUX MepeX Inepeadi JaHMX»
3aTBeppKkeHuit mocranoBoro KabGinery MinictpiB Ykpainu Ne 522 Big 12 xsitas 2002p.

3.11. «llonoxxeHHss NMpo Jep)kKaBHY eKCHepTH3y B cepi TEXHIYHOrO 3aXHCTY
iHdopMmarii», 3aTBep/keHe HakazoM AnmiHictpauii [epxcnenss’s3ky YkpaiHu Bin
16 tpaBHs 2007p. Ne 93 (31 3miHaMK);

3.12. «3axuct inpopmauii Ha 00’ekTax iHGopMamiiiHOi AisuTbHOCTI. [TonoxeHHs
PO KaTeropiroBaHHs 00’€KTiB, Jie¢ LUPKYJIO€E iH(GopMallis 3 0OMeXEeHUM TOCTYIIOM,
0 HE CTAHOBUTH JIEPKABHOI EKCHEepTH3H [ep)KaBHOI EeKCHepTU3W», 3aTBepJUKEHe
HakazoM AamiHictpauii Jdepxcnenss’sa3ky Big 15 keitas 2013p.

3.13. «IlonoxxeHHs TpO JAepKaBHY eKcrepTusy B cdepi KpunrtorpadidyHoro
3aXMcTy iHpopMalii», 3aTBep/pkeHe HakazoM AjMinictpauii [lepxcneuss’s3ky
Ykpainu Bij 23 uepsust 2008p. Ne 100 (31 3MiHaMK);

3.14. «IlopsnoK OHOBJIEHHS AHTHUBIPYCHHX INpPOrpaMHUX 3acobiB, fAKi MarTh
MO3UTUBHUN EKCIEPTHHUH BHUCHOBOK 3a pe3yjbTaTaMM NEpiKaBHOI eKcrepTusu cdepi
TEXHIYHOTO 3aXMCTy iH(opMmauii», 3aTBep/)KeHMH Haka3oM AJMIHICTpaLlii
Jepxcnenss’s3ky Big 26 6epes3nrs 2007p. Ne 45;
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— o

3.15. «llonoxxeHHs Mpo MOPAAOK po3pobieHHs, BUPOOHMIITBA Ta €KCILTyaTallil
3aco0iB  kpunrorpadiqHoro 3axucry iHdopmamii», 3aTBepKeHe  HAKa3oM
Anminicrpauii Jepxcnen3s’s3ky Big 20 munas 2007p. Nel4l;

3.16. Ilopsiiok ¢opmyBaHHS, BeleHHS Ta ONPHIIOAHEHHS (HamaHHsd) iHpopMariil
€IMHOro Iep;KaBHOTO peecTpy AeKiapauiii ocid, yNOBHOBaXeHMX HA BHKOHAHHS
(GyHkui nepxkaBu abo MICIEBOrO CaMOBpSIyBaHHS, 3aTBEPDKEHHH pIIEHHIM
HauionanpHOro areHTcTBa 3 NUTaHb 3anobirands kopymnuii Big 10.06.2016p. Ne 3;

3.17. Posnopsamxenns KabGinery MinictpiB Ykpainm «[luTaHHs CTBOpeHHS
€JIEKTPOHHOI0 IHCTPYMEHTY (piHAHCOBOIrO KOHTPOJIIO IIOA0 OCi, YIIOBHOBAXKEHHX Ha
BUKOHAHHsA (yHKUiH nepxaBu abo MicLeBoro camoBpsayBaHHs» Bim 28.07.2015p.
Ne 863-p;

3.18. «IlpaBuna 3axucty inpopmauii B iHpopMmaliiiHux, TeTeKoMyHIKalliiHIX Ta
iH(pOpMaLliiHO-TeleKOMYHIKaIiIHHX CHCTeMax» 3aTBepiUKeHi nocTaHoBoio Kabinery
Minictpis Ykpainu Bix 29 6epesus 2006 poxy Ne 373;

3.19. HA T3I 1.1-002-99 «3arainbHi MONOKEHHS LIOAO 3aXMCTy iH(popMawii B
KOMII'IOTEPHHX CHCTEMax BiJl HECAHKI[IOHOBAHOTO JIOCTYITy», 3aTBEpUKEHHII HAKa3oM
JleriapTaMeHTy crielianbHUX TeJeKOMyHiKalifHUX cCHCTeM Ta 3axucty indopmauii Ch
Ykpainu Bix 28 kBiTHA 1999 p. Ne 22;

3.20. HA T3I 1.1-003-99 «TepmiHonoris B ramysi 3axucTy iHdopmaiii B
KOMIT'IOTEPHAX CHCTEMaX BiJl HECAHKIIOHOBAHOTO JI0CTYITY», 3aTBEPKEHUH HAKA30M
JlenaprameHTy crelialbHUX TeNeKOMYHIKAIiHHUX CHCTEM Ta 3axucty iHdopmarii Cb
Ykpainu Bin 28 kBiTHs 1999 p. Ne 22;

3.21. H T3I 2.5-004-99 «Kpurepii OLiHKH 3aXMIIEHOCTI iHdopmarii B
KOMIT'FOTEPHHX CHCTeMaX BiJl HECAHKL[IOHOBAHOTO JIOCTYITy», 3aTBEPKEHMI HAKA30M
JlenapTamMeHTy crielialbHUX TeleKOMYHIKALiHHIX CHCTEM Ta 3aXHCTy iHdopmauii Ch
VYkpainu Biz 28 kBiTHs 1999 p. Ne 22;

3.22. HJ T3I 2.5-005-99 «Knacudikaiis aBTOMaTH30BaHMX CHCTeM i CTAHZAPTHI
(yHKuioHansHi npodini 3axumeHocTi 06po6moBaHol iHpOpMALIi Bif HECAHKIIIOHOBAHOTO
JIOCTyTy», 3aTBEp/DKEHHH HakasoMm JlemapTaMeHTy CHeialbHUX TeleKOMyHiKALiifHIX
cHcTeM Ta 3axHcTy iHpopmanii Cb Yipaitu Bix 28 ksitas 1999 p. Ne 22;

323. HA T3I 2.5-010-03 «Bumorn no 3axwcry indopmanii WEB-cTopiHKE Bix
HECAHKIIIOHOBAHOTO  JIOCTYTly»  3aTBEP/DKEHMI HakasoM JlemapTameHTy — CrieliambHux
TeJIeKOMYHIKaIlHHIX CHCTeM Ta 3axucTy inpopmauii Cb Vipaitm Bin 02 ksitas 2003 p. Ne 33;

3.24. HI T3I 3.7-001-99 «Mertomuuni BKa3iBKM WIOJO PO3POOKH TEXHIYHOTO
3aBJIaHHs Ha CTBOPEHHS KOMIUIEKCHOI CHCTEMH 3aXUCTy iH(pOpMallii B aBTOMaTH30BaHii
CHCTeMi», 3aTBEp/UKEHHI HakasoM JlemapTaMeHTy CreLiaibHUX TeleKOMYyHiKaliiiHux
cHcTeM Ta 3axucTy indopmanii Cb Yipaiuu Bix 28 ksitas 1999 p. Ne 22;

3.25. HA T3I 1.4-001-2000 «TwuroBe TNONOXEHHS NPO CIykKOYy 3aXHCTY
iHpopMaLii B aBTOMaTH30BaHIN CHCTEMi», 3aTBepIDKEHHI HAKA30M JenaprameHTy



EKCIHNEPTHUHN BUCHOBOK

KOoMILIekcHa cacTemu 3axucty iHopmaui [TC CAPLO

HanioHalbHOro areHTeTBa 3 NMTaHb 3a001ranHsl KOPYIi

CHellialbHUX TelleKOMYHIKalliiHuX chucTeM Ta 3axucty iHdopmauii Cb Ykpaiuu Bij
4 rpyans 2000 p. Ne 53;

3.26. HA T3I 3.7-003-2005 «Ilopsmox mnpoBeneHHs podIT i3 CTBOpEHHS
KOMIUIEKCHOI CHCTeMH 3aXUcTy iHGopMalii B iHQopmaliitHO-TeneKkoMyHiKalliiiHiii
CHCTeMI», 3aTBep/DKeHHUH Haka3oM [lemapramMeHTy crieliaJbHUX TeJeKOMYHIKaiiftH1X
cucreM Ta 3axucty iHdpopmanii Cb Ykpainu Bix 8 nmucronana 2005 p. Ne 125;

3.27. ACTY 3396.0-96. 3axuct indopmanii. Texniuauii 3axuct iHpoOpMallii.
OCHOBHI IIOJIO’KEHHSI.

3.28. JICTY 3396.1-96. 3axuct indopmanii. Texniuauii 3axuct iHdopmarii,
Ilopsok IpoBeieHHs poOiT.

3.29. JICTVY 3396.2-97. 3axuct indopmarii. Texuignuit 3axucT indopmaitii.

3.30. P/ 50-34.698-90. ABroMaTH3MpOBaHHBIE CHCTeMBI. TpeGoBaHus K
COZePXKAHHIO JJOKYMEHTOB.

4. IIporpama Ta MeTOAHKA NPOBeJAeHHs POGIT

Excnieprusa BUKOHYBalach 3rifIHO 3 JOKyMEHTaMH:

«Ilporpama mpoOBe/IeHHS €KCIHEPTHUX BUNPOOYBaHb KOMIUIEKCHOI CHCTEMH
3aXHCTy iHpopmauii indopmarriiino-TenexoMyHikauiifHOT cucTeMu «€aHHHIT TepKaBHUI
peecTp Jeknapaiiii ocib, yNOBHOBa)KEHHX HA BHKOHAaHHA (YHKIiH gepkaBH abo
MicLeBoro camoBpsityBanHsm (Ne64/04/01-1673 Bin 11.08.2016) (mani — [Tporpama).

«MeToMKH NpOBEEHHS eKCIEPTHUX BUIPOOYBaHb KOMIUIEKCHOI CHCTEMM
3axUCTy iHpopMauii inpopmaniifHo-TenekoMyHiKaLiHOT cucTeMu «EIUHHIT Hep/KaBHHI
peecTp nAeknapaiii ocib, yNOBHOBaKeHHX Ha BHKOHaHHA (yHKUiH aepxasu abo
MICLIEBOrO camoBpsiayBaHHsD (Ne64/04/01-366ck Bin 11.08.2016) (mani - Meroauka).
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EKCIHEPTHUHW BUCHOBOK
KOMILJIEKCHA cucTemi 3axucty indopmauii [TC €/IP/10
HanionaisHoro areHTeTsa 3 uTaHb 3anodiranis Kopyi

5. IlepeJiik JOKYMeHTIB, sIKi HAIaHO HA €KCNIEPTH3Y

5.1. TexHiuHe 3aBJaHHsi Ha CTBOPEHHS KOMIUIEKCHOI CHCTEMH 3aXHCTy
iHpopmanii iHGOpMaLitHO-TeleKOMYHIKaLIHHOI cUcTeMU «EQUHUI [epiKaBHUI
peecTp neKiapaiiii ocib, ynoBHOBa)K€HMX Ha BHMKOHAaHHSA (yHKIIH aepxkasu abo
MICIIEBOTO CaMOBPSIyBaHHS», 10 BX. Ne 1898 Bix 03.08.2016.

5.2. IadopmaniiiHo-TeneKOMyHIiKalliifHa cucteMa «CIMHUN JepiKaBHUHA peecTp
neKiapaiiiii ocib, yrnoBHOBa)XK€HMX HA BHKOHAHHs (DYyHKI{iH aepxaBu abo MiCLIEBOro
camoBpsyBaHHS». KomiuiekcHa cucrema 3axucty iHdopmanii. Texniunuii npoekt. B
CKJIami:

5.2.1. BizoMicTb TeXHIYHOIO MPOEKTY;

5.2.2. TlosicHiOBaJIbHA 3aIMCKa 10 TEXHIYHOI'O MPOEKTY i3 JJONOBHEHHSIM;

5.2.3. Omnuc KOMIUIEKCY TEXHIYHUX 3ac00iB i3 JOTIOBHEHHSM;

5.2.4. Omnuc nporpaMHOro 3abe3neyeHHs i3 TOMOBHEHHAM;

5.2.5. Onuc oprasi3zauiifHoOl CTpyKTYypH i3 JIOTIOBHEHHSM;

5.2.6. Tlopsgok moaepHizaiii Ta onosnenus KC3I ITC €/IPJ10;

5.2.7. Tlopsagox Tta ymoBu nigkmodeHHs 3oBHimHIX ITC go KC3I ITC
€P110;

5.3. IndopmaniiiHo-TenexkoMyHikauiiiHa cucrema « CIUHUH Jep)KaBHUN peecTp
nexnapanii ocib, ynoBHOBaKeHMX Ha BHKOHaHHS (yHKUIN nepxaBu abo MicleBOro
camoBpsnyBaHHs». KommiekcHa cuctema 3axucty iHGopmauii. Excrutyarariiina
noKyMeHTauis. B cknani:

5.3.1. BixomicTs ekcIulyaTaliiHOl JOKyMEeHTALI;

5.3.2. Ilnau 3axucty iH(oOpMaILii i3 JOMOBHEHHSIM;

5.3.3. Inctpykuis aaminicTparopa Ge3nexu;

5.3.4. IHCTpyKIis CHCTEMHOrO aJIMIHICTPaTOpa;

5.3.5. Inctpykuis agminicTparopa 6a3 JaHHX;

5.3.6. Inctpykuis agmiHicTparopa BeG-noprany;

5.3.7. THcTpykuis agMmiHicTpaTopa IMiICHCTEMH KpUNTOrpadiqyHOro 3axucTy
iHbOpMallii;

5.3.8. Incrpykuis BHyTpimmHboro kopucrysaua ITC €IP1O;

5.3.9. Inctpykuis 3oBHimHBOrO Kopucrysaua ITC €IPJ0;

5.3.10. Inctpykuis 3 antuBipycHoro 3axucty inhopmarnii KC3I ITC €/IP/10;

5.4. Tlacnmopr-popmynsp KC3I ITC €IP/1O.

5.5. TlporpamHuii KOMIUIEKC KOpUCTyBada ILEHTPy cepTu(ikaiii KIouis.
[HCTpYKILis MIOA0 MOPSAKY reHepallii KIHYOBHX JaHUX Ta MOBOKEHHS 3 KIIFOYOBUMHU
JIOKyMEHTaMH.

5.6. IlporpamHuii KOMIUIEKC KOpHCTyBa4da LEHTpPY cepTHdikamlii KiIo4is.
IncTpykuis mono 3abe3neueHHs Oe3neKy ekcIuTyaranii.
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EKCINEPTHUHU BUCHOBOK

KOMIUIEKCHA cHeTeMu 3axucty iHdopmauii ITC €/1P1O
HanionaisHOro areuTeTBa 3 MTalhb 3a0diranHs Kopyii
RN PR

5.7. IndopmauiitHo-TenekomyHikauniiiHa cucTeMa «CIUHHNA epKaBHUH peecTp
JeKnapaniii ocib, ymoBHOBa)X€HHX Ha BHKOHAHHS (YHKIi# aepxaBu abo MicLeBOro
camoBpsnyBaHHa». KomruiekcHa cucrema 3axucty iHdopmauii. IlonoxenHs mnpo
ciyx0y 3axucry iHdopmauii B ITC €EAPO.

5.8. Haxkxa3 HauioHanbHOro areHTcTBa 3 MUTaHb 3amobiranHs kopymiii Ne 26
Bz 15.07.2016 «IIpo cTtBoperns C3I».

5.9. AKxr xateropiroBanHs npumimenHs Ne 601-602;

5.10. Akt kareropitoBaHHs npumitueHHs Ne 603;

5.11. Akt kaTteropitoBaHHs npumimeHHs Ne 604;

5.12. Akt kateropitoBanHs npuMimesns Ne 605;

5.13. Akt KareropitoBanHs npuminieHHs Ne 638-639;

5.14. AxT KareropitoBaHHS npuMiieHHs Ne 642-643;

5.15. Indopmauiiino-TenexomyHiKariiiHa cucreMa «€auHMI fAepKaBHUI peecTp
JieKiapanii oci6, ynoBHOBaXKeHHX HAa BUKOHAHHA (YHKIiH nepxkaBu abo MicLeBOro
camoBpsnyBaHHs». KommnekcHa cucrema 3axucry indopmauii. Ilporpama Ta
METOJMKA MPOBE/ICHHS NONEPeaHIX BUIPOOyBaHb 3a KPHTEPISMH TEXHIYHOTO 3aXUCTY
iHhopmarii;

5.16. Hacranosa kopuctyBaua. APM «/leknapaHT»;

5.17. HacranoBa kopucTyBada. Be6-pecypc my6niusoro JIOCTYITy 10 AeKJiapartii;

5.18. Hacranosa kopuctyBaua. APM «ITocanoa oco6a HA3K»:;

5.19. Hacranosa kopuctyBada. APM «AaminicTpaTopy;

5.20. Hacranosa kopucrysaua. Ilepesipka ELIT 3aco6amu ALICK»;

5.21. Texuonoriyna iHCTpyKIis 3 posropramHs cucTemu. IlyGmiunmii Be6-
cepsep;

5.22. Texuomoriyna iHCTPYKIis 3 PO3rOpTAHHS CHCTEMH. CepBic momanHs Ta
00pOoOKH TOKYMEHTIB;

5.23. TexHonoriyHa iHCTPyKUis 3 HanarojkeHHs KoHGirypauiit. ®aiimn
KOHQIrypauii mosiis JOKyMEHTIB;

5.24. TlosicHIOBaJIbHA 3aIHMCKa;

5.25. Banipauiiini npaBuia Ta jorivsi nepesipku JeKapaliid;

5.26. Banijauiiini mpaBuna Ta JOrivHi mepeBipKH IMOBiZOMIEHHS PO CYTTEBI
3MIHH;

5.27. Omnwuc oprawuisanii indopmauiiinoi 6asu. [liarpama 6a3u JIaHUX;

5.28. Onuc oprawnizauii indopmaniitHoi 6a3u. Onuc Tabauis Ta B3a€MO3B’S3KY.

5.29. JlonoBHenns no TexuiuHoro 3aBmaHHs Ha CTBOPEHHS KOMIUIEKCHOT
CHCTEMH 3aXKCTy iH(opMmalii iHpopManiiiHO-TeeKOMYHIKALIHHOT cHeTeMH «E€ THHUil
JlepkaBHUH peecTp Jeknapauiif oci6, ynoBHOBaKeHMX Ha BHKOHAHHS (yHKLil
ZiepkaBu 200 MiCIIEBOTO CAMOBPSLYBaHHSY;

5.30. Ilporokon monepexnix Bunpo6ysans KC3I ITC €IP10.
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EKCIHEPTHHUHW BUCHOBOK
KoMILieKcHa cucreMu saxucty indopmanii [TC €JIP/1O

HanmiosansHOro areHTeTRa 3 NHTAHL 3
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EKCITEPTHHUH BUCHOBOK
KOMILIEKCHA CHcTeMH 3axucTty iHdopmauii ITC €/IPJ10
HarionansHoro aredreTsa 3 narans 3amodiranys Kopymli
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BUCHOBOK

KOMILIEKCHA cueTeMu saxucty indopmauii ITC €IPJ10

HaniosaibHOro areuret } IATAHD 3aro0irami




st E P

KOMILICKCHA CUCTC

HanlosanesHoOro areuTersa




BUCHOBOK

KOMIUIEKCHA cuetemu 3axucry ingopmauil ITC €J1PJ1O

HarmloHaIbHOrO areHT¢rBa 3 nATaHb 3all




EKCIHEPTHUH BUCHOBOK

KOMILIEKCHA cHeTeMn 3axucety indopwmauii [TC €/1P

J10
HarioHaapHOro areHTCTBa 3 MMTAaHb 3aiiobirants Kopymiil
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M BUCHOBOK
KOMIUTIEKCHA cuetemi 3axucety indopmanii ITC €JIP1O

HanioHansHOro areHTeTBa 3 NATAHb 3a001ranHs KopyI
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EKCIIEPTHUHN BUCHOBO

KOMIIIEKCHA cueTeMH 3axucty indopmauii [TC €JIPJ10

| f.!liiUIhLHJHUi O aréHTerBa 3 HMTadh 3ano0irants Kop?
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EKCIHEPTHUH BUCHOBOK
KOMILJIEKCHA CHCTEMH 3aXMCTY 1H( il [TC €71P]

HamoHaILHOro areHTeTBa 3 A1 1001rafH




EKCITEPTHHUH BUCHOBOK

KOMILIEKCHA CUCTeMH 3axucTy iHdop 1 [TC €JIP/10

HanioHaILHOTO areHTcTBa 3 11 3ANo01ranHs KOy




EKCIHEPTHUMN BUCHOBOK
KOMILIEKCHA cueTeMu saxucty iHopmandi [TC €/1P)

HariionaibHOro areHTeTBa 3 NUTab 3ano01rants KopyIil




EKCIIEPTHUHN BUCHOBOK

KOMILIEKCHA cHeTeMH 3axucty indopmauii ITC €1P/10
HanioHansHOro areHTeTBa 3 nUTaHb 3aro0irants Kopyiiii
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EKCIHEPTHUH BUCHOBOK
KOMIUIEKCHA cueTeMy 3axuery ingopmauii [TC €1P10

HanjoransHOro areHTeTBa 3 IATAHL 3ar1001ranHs KOPYIHiil

i
|
|

i

26




EKCIHEPTHHUHN BUCHOBOK
KOMIUIEKCHA cucTeMH 3axucrty indgopmauii [TC €JIPI1O

HLIII.IHIEJLII.IIUKU AI'CHTCTBA 3 IIMTaHb 3allO0MaHHsL KOPYILLL




EKCHEPTHI

KOMILICKCHA CHUCTCMH 34

HaimmonanbHoro ar




EKCIIEPTHHHU BUCHOBOK
KOMILIEKCHA cucTeMn 3axucty indopmauii ITC €APJ1O
HanionansHOro areHTCTBa 3 NHTaHb 3ao01ranHs KOpYIii
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7. BUCHOBKH

3a pe3yJbTaTaM¥ €KCIIEPTU3H BCTAHOBJIEHO, 110 KOMIUIEKCHA CHCTEMa 3aXHCTY
inpopmanii iHopmaLiiHO-TeNeKOMYHIKaIiliHOI cucTeMH «EauHMNA AepKaBHHUM
peecTp Jeknapauiii ocib, yNOBHOBa)K€HMX Ha BHMKOHAaHHA (yHKIIH aepxkasu abo
MiICIIEBOTO CaMOBpSAyBaHHsS» BiANOBiJac BHMOraM HOPMATUBHHUX JOKYMEHTIB B
rajy3si TeXHIYHOro 3axucry iHpopmauii B 00csa3i GyHKIIH, 3a3HaUYEHUX Y TEXHIYHOMY
3aBjaHHi [5.1].

BripoBamkeHi 3aXOAM  TEXHIYHOro 3axucty iHdopMmalii  CrpoMOKHI
3a0e3MeYnTH piBeHb 3aXMCTy, JOCTaTHIA s 3a0e3nedyeHHs KOHQIAEHIIHHOCTI,
I[LTICHOCTI, JOCTYIHOCTI Ta CIIOCTEPENKHOCTI KOH(pimeHUiiHOI iHMopMmanii Ta
LLJTICHOCTI, OCTYITHOCTI Ta CIIOCTEPEXXHOCTI BiIKPUTOI iHGOpMallil, sika LIUPKYJIIOE B
ITC €1PI0, 3a yMOBH AOTPUMaHHS BHMOT Ta IOJIO)KEHb OPraHi3aliiHO-TeXHIYHHX
nokyMmeHTiB, po3pobnenux mia KC3I ta Bumor pozainy 8.

8. Bumoru 10 ymoB ekcmiryaTanii 00’€KTy eKcrnepTH3H
Excryaranis KC3I ITC €/IP1O moxnuBa nuiie 3a HaCTyITHUX YMOB:

Bci enementd KC3I ITC €/IP/IO 3Haxoas9ThCsl Y KOHTPOJILOBAHIN 30H1, Y SIKIH
3a0e3MeuyeTbcsi HEMOXIJIMBICTh HEaBTOPU30BAHOIO JOCTYMy Ta MiJKIHOYEHHS
CTOPOHHBOIO 00JIaIHAHHS;

- BHUKOHYEThCS KaJleHJapHWH IutaH poOiT 13 3axucry iHdopmauii posair 7
[5.3.2];

- KOpHUCTyBadi Ta aaMIHICTpaTopH miJ 4yac poOOTH KepyIThCs IHCTPYKLUIAMHU
[5.3.3-5.3.9);

- aIMIHICTpaTOPH MOCTIHHO MPOBOAATH aHANI3 PH3UKIB Ta IMOIIYK ONMTHMI3allii
HaJaIlITyBaHb KOMIUIEKCY 3aco0iB 3axXUCTy iHdOpMallil, 3 METOI MiABHILEHHS PIBHS
3aXMIIEHOCTI, Ta 3axogud 1oA0 3abe3nmedyeHHs  BIANOBIIHOCTI  KOPEKTHOI'O
HaJIalITYBaHHA CUCTEMH Ta JOKYMEHTALIl;

- IOBUHHA ICHYBAaTW BiJNOBIAHICTE MDK IIPOEKTHOK JIOKYMEHTAI€l0 Ta
npaktiuHoto peanizaumiero KC3I ITC €/IPIO, y Bumaaky BHECEHHS 3MIH,






EKCIIEPTHUU BUCHOBOK
KOMILIEKCHA cHeTeMH 3axucty indopmaunii ITC €IPJIO
HauioHansHoro areHTcTBa 3 IMTaHb 3am06iranHs Kopymii

aIMiHICTPaTOpH MalOTh CYIPOBOKyBaTH pobOTH 3 po3pobku Ta/abo BHECEHHS 3MiH B
HeoOXiJHI JOKYMEHTIB, a y BUIIaJIKy BHECEHHS 3HAYHMX 3MiH, 10 BUXOIATH 32 PaMKH
MOTOYHOI peani3allii, iHil[il0BaTH IIPOBECHHA JOAATKOBOI AepiKaBHOI €KCIIePTH3H;

- KOH(QIrypyBaHHS Ta KepyBaHHS €JleMEHTaMH, IO BXOAATH IO crcnany K33,
3[MCHIOETBCS 32 IOTIOMOTOI0 KOHCOI, 260 3 BUKOPHCTAHHAM 3aXHIIEHOrO 3 '€ THAHHS;

- YHEMOXIIMBIICHO 3aBaHTA)KEHHs ONEPallifHUX CHCTEM 3i 3’€MHHX HOCIiB;

- OIlepaliiiHi cHCTeMH Ta IporpaMHe 3a6e3reyeHHs BCTAaHOBIEHO | HANAIITOBAH]
BIAMOBIAHO IO pekoMeHpamiii [5.2.2];

- OpraHi3oBaHe BeJeHHs (GOpPMYJApiB Ha CKIaJ0Bi YaCTHHU CHCTEMH, 3
JleTani3alielo MporpaMHOro 3abe3neyeHHs poGOYMX CTAaHINN Ta CepBepiB, B TOMy
4UCH 1 BipTyalbHUX;

- MOJEpHi3allis, B TOMY 9HCJIi BBEJEHHS JOJATKOBHX THIIOBHX €JIEMEHTIB, Mae
3MIHCHIOBATHCS BilIIOBIHO 110 CHOPSIKY MozaepHizaii » [5.2.6].

- B3aemonid 3 iHmmmu ITC Mae 3mificHIOBAaTHCS BKITIOYHO y BIAMOBIOHOCTI 10
«lTopsinky Ta yMOB minkirouenHs 3osHimHix ITCy [5.2. 7]

- Taposi aaMiHICTPaTopiB Ha AOCTYN JO €EMEHTIB CHCTEMH 3aJI0BOJIBHSAIOTE
6a30BMM BHMOraM CKJIaHOCTI.

9. Tepmin aii excnepTHOro BUCHOBKY
Tepmin nii ekcriepTHOro BHCHOBKY — 5 POKIB.

10. OcobauBa gymka
BpaxoByioun BaxknuBicTh 1 CKIAmHICTB CHCTEMH, BBaXal0 3a JIOLiNbHE,
AONATKOBO MPOBECTH OLIHKY CTaHy 3aXHINeHOCTi indopmanii B ITC €IP10.
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