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INTRODUCTION

FROM JANUARY 2022 TO DECEMBER 2023,
THE CYBERPEACE INSTITUTE RECORDED
3,255 ATTACKS IN GLOBAL CYBERSPACE.
ABOUT A FIFTH OF THEM — 607 CYBERAT-
TACKS AND OPERATIONS - TOOK PLACE IN
UKRAINE.

Since February 24, 2022, Ukraine has been at
the epicenter of the full-scale hybrid aggres-
sion that combines, among other things, cyber
and informational components. Over the past
two years, Ukrainian government institutions,
media, and critical infrastructure have been
targeted by the volley of mutually reinforcing
(pro)Russian cyberattacks and disinformation,
posing severe challenges to Ukraine's digital
and informational security.

Attackers use various tools, from DDoS attacks
to phishing campaigns and jamming satellite
signals. All these actions are accompanied by
intense disinformation campaigns to under-
mine trust in official sources of information and
destabilize society.

This study aims to analyze the relationship
between cyberattacks and disinformation in

Ukrainian cyberspace. We will focus on the
technigues used by attackers, identify how
they influence society, and develop recom-
mendations to counter these threats. In order
to gain a comprehensive understanding of the
problem and develop recommendations for
improving digital and informational security in
Ukraine, we used quantitative, qualitative, case
study, and functional methods, as well as inter-
views with experts.

The threats facing the Ukrainian information
space are part of a broader global problem
that requires international cooperation and
exchange of experiences. In this context, the
Ukrainian experience can be an important les-
son for other countries facing similar challeng-
es. Successful countering of cyberattacks and
disinformation requires not only technical solu-
tions, but also raising the level of media and
digital literacy of the population.

Thus, the study aims to highlight the issue of cy-
bersecurity in Ukraine through the lens of (pro)
Russian disinformation in order to develop new
recommendations to improve the resilience of
Ukraine's digital and information space.


https://cyberconflicts.cyberpeaceinstitute.org/impact

METHODOLOGY

TO COMPREHENSIVELY ANALYZE CYBERSE-
CURITY, DISINFORMATION, AND THEIR RE-
LATION TO CONVENTIONAL WARFARE, THIS
STUDY USES QUANTITATIVE, QUALITATIVE,
CASE STUDY, AND FUNCTIONAL METHODS,
AS WELL AS INTERVIEWS WITH EXPERTS.

Quantitative methods. Quantitative methods
were used to collect and analyze statistics on
cyberattacks and disinformation campaigns
against Ukraine. For example, we analyzed the
number of cyberattacks (in particular, DDoS
attacks) on Ukrainian cybersecurity assets dur-
ing 2022-2023, using data from the State Cyber
Protection Centre of the State Service of Special
Communications and Information Protection of
Ukraine.

In addition, using the data from the Human
Rights Platform NGO, presented in the report
«Digital Warfare and Human Rights,» we were
able to outline the intensity of the dissemination
of disinformation messages in the media from
2021 to 2023.

The quantitative analysis helped identify trends
inthe frequency of cyberattacks and disinforma-
tion campaigns, discover a correlation between
them, identify periods of the highest activity of
attackers, and assess the extent of the complex
impact of these threats on Ukraine’s digital and
information spaces.

Qualitative methods. Qualitative methods in
this study allowed us to analyze in detail the re-
ports of government agencies and international
organizations on cyberattacks, and identify the
main trends and techniques used by hostile
groups to conduct cyberattacks on Ukrainian
network resources to discredit Ukrainian institu-
tions and spread disinformation.

Identification of the peculiarities of disinforma-
tion campaigns demonstrated which narratives
and techniques are used by malicious actors to
manipulate public opinion and sow discord.

Case study method. Using this method, we
could examine specific examples of cyberat-
tacks and disinformation campaigns in detail.
In particular, cloning of Ukrainian websites by
attackers (Obozrevatel, Ukrainska Pravda, RBC-
Ukraine), hacking of websites (141 media hold-
ing, Priamyi, NV), etc.

Functional method. We used the functional
method to analyze the regulatory framework
for cybersecurity and informational security. It
allowed us to organize and evaluate the legal
framework for regulating countermeasures to
cyberattacks and disinformation at the national
level in Ukraine. Special attention is paid to inter-
national legal standards in the field of regulat-
ing disinformation.

The application of the functional method al-
lowed not only to point out certain gaps and
shortcomings in the existing legal framework,
but also to identify the necessary areas for its
further improvement.

Interviews with cybersecurity experts. Based
on interviews with cybersecurity experts from
the Nadiyno.org project, including Pavlo Bie-
lousov, Henri Demianovich, and Borys Zolotch-
enko, recommendations were developed to en-
hance cybersecurity at the technical level.

Timeframe of the study. This study focused on
the period of full-scale Russian aggression. More
specifically, we covered the period from Febru-
ary 1, 2022, to July 31, 2024. The data obtained
before February 2022 was sometimes used to
draw parallels, such as between the dynamics
of cyberattacks and disinformation in Ukraine
before and after the full-scale Russian invasion.

' Cybersecurity assets are the critical information infrastructure facilities and other information and telecommunication systems
that process state information resources or the information that is required to be protected by law.


https://scpc.gov.ua/api/files/3d552013-d5f6-4c75-9ea3-9e77b429d7a7
https://ppl.org.ua/wp-content/uploads/2023/11/vijna-u-czifrovomu-vimiri-ta-prava-lyudini_pidsumkovij-zvit.pdf
https://scpc.gov.ua/api/files/3d552013-d5f6-4c75-9ea3-9e77b429d7a7
https://cyberconflicts.cyberpeaceinstitute.org/impact
https://cyberconflicts.cyberpeaceinstitute.org/impact
https://cedem.org.ua/wp-content/uploads/2024/05/informaczijni-ataky-v-soczialnyh-merezhah.-doslidzhennya-vplyvu-rosijskoyi-dezinformacziyi-cherez-reklamu-v-facebook.pdf
http://Nadiyno.org

1. CYBERSECURITY AND
DISINFORMATION IN THE DIGITAL
SPACE OF UKRAINE: DEFINITION
AND REGULATORY FRAMEWORK

1.1. CYBERSECURITY: CONCEPTUAL FRAMEWORK AND KEY TERMS

For a better understanding of key concepts in
the field of cybersecurity, it is essential to de-
fine the basic terms that we use in this study.
In particular, we use the terminology set forth
in Article 1 of the Law of Ukraine «On the Ba-
sic Principles of Ensuring Cybersecurity of
Ukraine»:

= Cyberspace (also referred to as “digital
space” for the purposes of this study) is an
environment (virtual space) that provides
means for communication and / or social re-
lations, created as a result of the functioning
of compatible (connected) communication
systems and provision of electronic commu-
nications via Internet and / or other global
data networks.

= Cybersecurity is the protection of vital inter-
ests of a person and a citizen, society and the
state in the use of cyberspace, which ensures
the sustainable development of the informa-
tion society and the digital communication en-
vironment, timely detection, prevention, and
neutralization of actual and potential threats to
Ukraine's national security in cyberspace.

= Cybersecurity is a set of organizational, legal,
engineering, and technical measures, as well
as cryptographic and technical information
security measures aimed at preventing cyber
incidents, detecting and protecting against
cyberattacks, eliminating their consequenc-
es, and restoring the stability and reliability of
communication and technological systems.
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https://zakon.rada.gov.ua/laws/show/2163-19/conv%23n5
https://zakon.rada.gov.ua/laws/show/2163-19/conv%23n5
https://real.mtak.hu/123491/1/HSZ_2020_2_9_Karasz_111-127.pdf

= Cyber threat — existing and potential future
events and factors that threaten Ukraine’s vi-
tal national interests in cyberspace, negatively
impact the state’'s cybersecurity, cybersecuri-
ty and cyber defense of its assets.

= Cyberattack is a directed (intentional) action
in cyberspace carried out with the help of elec-
tronic communications (including information
and communication technologies, software,
hardware, and other technical and techno-
logical means and equipment) and aimed at
achieving one or more of the following goals:
breach of confidentiality, integrity, availability
of electronic information resources processed
(transmitted, stored) in communication and
/ or technological systems, obtaining unau-
thorized access to such resources; breach of
security, stable, reliable and regular operation
of communication and / or technological sys-
tems; use of the communication system, its
resources and electronic communications to
carry out cyberattacks on other cyber defense
targets.

= Cybersecurity incident (or cyber incident)
is an event or a series of unfavorable events
of an unintentional nature (natural, technical,
technological, erroneous, including due to hu-
man factors) and / or those that have signs of
a possible (potential) cyberattack, which pose
a threat to the security of electronic com-
munications systems, technological process
control systems, create the possibility of dis-
rupting the normal operation of such systems
(including disruption and / or blocking of the
system and / or unauthorized management of
its resources), jeopardize the security (protec-
tion) of electronic information resources.

1.2. NATIONAL LEGAL FRAMEWORK

FOR CYBERSECURITY REGULATION

The general legal basis for ensuring cyberse-
curity in Ukraine isthe Constitution of Ukraine,
the laws of Ukraine on the foundations of na-
tional security, the principles of domestic and
foreign policy, electronic communications,
protection of state information resources and
information required to be protected by law,
and other laws of Ukraine, the Convention on
Cybercrime, other international treaties rati-
fied by the Verkhovna Rada of Ukraine, de-
crees of the President of Ukraine, acts of the
Cabinet of Ministers of Ukraine, as well as oth-

= Active counteraction to aggression in cy-
berspace — actions aimed at increasing the
level of cyber defense by neutralizing cyber-
attacks of the aggressor state, its systems and
networks, as well as sources of cyber threats
and cyberattacks used to harm the national
security of Ukraine.

TYPES OF CYBERATTACKS. Cyberattacks vary
in type and purpose. Each of these types has its
characteristics and challenges for both individ-
ual users and organizations. In this section, we
will focus only on those types of cyberattacks
that accompany disinformation campaigns
and are discussed further in the study.

= Cloning sites (doppelganger sites) is a meth-
od of creating a fraudulent website that looks
like a real one. Cloned site has a domain name
that is very similar to the original one and can
mislead users by using similar characters,
duplicating certain characters in the domain
name, or replacing only one letter.

= DDoS attack (distributed denial-of-service
attack) is a type of cyberattack in which at-
tackers try to disrupt the operation of a web-
site, network, or other online services by over-
loading them with a large number of fake or
unwanted requests.

= Signal jamming is the interference with sig-
nal reception by emitting noise at the same
frequency as the original signal. This makes
it difficult for the receiver to distinguish be-
tween the original and jamming signals.

= Phishing is a form of social engineering at-
tack in which an attacker, masquerading as a
trustworthy entity, lures out confidential infor-
mation from victims.

er regulatory legal acts approved for the im-
plementation of laws of Ukraine.

CYBERSECURITY MEASURES ARE
REGULATED, AMONG OTHER THINGS, BY
TWO SPECIALIZED LEGAL INSTRUMENTS:

= The Law of Ukraine «On the Basic Princi-
ples of Ensuring Cybersecurity of Ukraine»
of October 5, 2017, No. 2163-VIIl, as amend-
ed on June 28, 2024. This Law defines the
legal and organizational framework for en-


https://www.wired.com/story/russian-influence-campaign-exploiting-college-campus-protests/
https://support.alertlogic.com/hc/en-us/articles/360057785872-Spotting-Cloned-Websites
https://support.alertlogic.com/hc/en-us/articles/360057785872-Spotting-Cloned-Websites
https://www.eset.com/ua/support/information/entsiklopediya-ugroz/distributed-denial-of-service/
https://www.rusi.org/explore-our-research/publications/commentary/jamming-and-cyber-attacks-how-space-being-targeted-ukraine
https://www.eset.com/ua/support/information/entsiklopediya-ugroz/fishing/
https://zakon.rada.gov.ua/laws/show/254%25D0%25BA/96-%25D0%25B2%25D1%2580
https://zakon.rada.gov.ua/laws/show/994_575
https://zakon.rada.gov.ua/laws/show/994_575
https://zakon.rada.gov.ua/laws/show/2163-19%23Text

suring the protection of vital interests of a
person and citizen, society and the state, and
Ukraine's national interests in cyberspace, the
main goals, directions and principles of state
policy in the field of cybersecurity, the pow-
ers of state bodies, enterprises, institutions,
organizations, individuals and citizens in this
area, and the basic principles for coordinating
their cybersecurity activities.

One of the objectives of cybersecurity is the
sustainable development of the information
society and the digital communication envi-
ronment. Although it is not directly stated in
the text of the law, countering disinformation
can be considered one of the elements of
sustainable development of the information
society and digital communication environ-
ment in the context of cybersecurity.

» Decree of the President of Ukraine «On
Approval of the Cybersecurity Strategy of
Ukraine» of August 26, 2021, No. 447. The
2021 Strategy is based on the provisions of the
Constitution of Ukraine, the Laws of Ukraine
«On National Security of Ukraine» and «On the
Basic Principles of Ensuring Cybersecurity of
Ukraine», the Convention for the Protection of
Human Rights and Fundamental Freedoms,
the Convention on Cybercrime, the Nation-
al Security Strategy of Ukraine approved by
Presidential Decree No. 392 of September
14, 2020, the Concept of Counterterrorism in
Ukraine approved by Presidential Decree No.
53 of March 5, 2019, and other regulatory acts.

1.3. DISINFORMATION:

The strategy emphasizes the growing trend
of using cyberattacks as a tool for informa-
tion operations, manipulating public opinion,
and influencing electoral processes.

It is also stated that the Russian Federation
remains one of the primary sources of threats
to national and international cybersecurity,
actively implementing the concept of infor-
mation warfare based on a combination of
destructive actions in cyberspace and infor-
mation and psychological operations, which
are actively used in the hybrid war against
Ukraine.

Thus, it is possible to establish a link between
(pro)Russian cyberattacks (as destructive ac-
tions in cyberspace) and disinformation (as
an integral part of information and psycho-
logical operations aimed at manipulating the
population and discrediting Ukrainian state-
hood). These two phenomena complement
each other and create new challenges in the
Ukrainian digital space.

Ukraine's cybersecurity strategy specifically
emphasizes the importance of cooperation
with leading IT companies, global digital ser-
vice providers, and social media platforms to
counter hybrid threats and the spread of dis-
information.

To ensure proper implementation of the
above documents, a number of relevant res-
olutions and orders were adopted.

DEFINITION AND PECULIARITIES OF COUNTERACTION IN UKRAINE

Ukrainian legislation does not have a legal
definition of the term «disinformation». More-
over, there are ongoing discussions about
whether it is prudent to introduce such a
term. At the same time, the Law of Ukraine
«On Information» enshrines the accuracy
and completeness of information as the cor-
nerstone principles of information relations.
Similar provisions are contained in the Law of
Ukraine «On Media».

Certain provisions of Ukrainian legislation
provide for the possibility of interference by
public authorities in information relations, in
particular to counter disinformation. For ex-
ample, the Law of Ukraine «On Media» prohib-
its the dissemination of inaccurate materials
about armed aggression and the actions of

the aggressor state (occupying state), its of-
ficials, persons and organizations controlled
by the aggressor state (occupying state), if
the result is incitement to hostility or hatred
or calls for violent change, overthrow of the
constitutional order or violation of territorial
integrity.

The Law of Ukraine «On Information» pro-
hibits the abuse of the right to information.
It states that information may not be used
to call for the overthrow of the constitution-
al order, violation of the territorial integrity of
Ukraine, propaganda of war, violence, cruelty,
incitement to interethnic, racial, or religious
hatred, commission of terrorist acts, or in-
fringement of human rights and freedomes.


https://www.president.gov.ua/documents/4472021-40013
https://zakon.rada.gov.ua/laws/show/254%D0%BA/96-%D0%B2%D1%80#Text
https://zakon.rada.gov.ua/laws/show/2469-19
https://zakon.rada.gov.ua/laws/show/2469-19
https://zakon.rada.gov.ua/laws/show/2469-19
https://zakon.rada.gov.ua/laws/show/995_004
https://zakon.rada.gov.ua/laws/show/995_004
https://zakon.rada.gov.ua/laws/show/994_575
https://zakon.rada.gov.ua/laws/show/392/2020#n12
https://zakon.rada.gov.ua/laws/show/392/2020#n12
https://zakon.rada.gov.ua/laws/show/53/2019#n12
https://zakon.rada.gov.ua/laws/show/53/2019#n12
https://mtu.gov.ua/content/zakonodavstvo-u-sferi-kiberzahistu-obektiv-kritichnoi-informaciynoi-infrastrukturi.html
https://zakon.rada.gov.ua/laws/show/2657-12/conv%23n24
https://zakon.rada.gov.ua/laws/show/2849-20%23Text
https://zakon.rada.gov.ua/laws/show/2849-20/conv%23n2158
https://zakon.rada.gov.ua/laws/show/2849-20/conv%23n2158
https://zakon.rada.gov.ua/laws/show/2657-12/conv%23n184
https://zakon.rada.gov.ua/laws/show/2657-12/conv%23n184

The Presidential Decree «On the National Se-
curity Strategy of Ukraine» defines effective
counteraction to special information oper-
ations and cyberattacks, Russian and other
subversive propaganda as a priority task for
law enforcement, special, intelligence, and
other state bodies in accordance with their
competence.

In addition, Ukraine has approved the Con-
cept of Artificial Intelligence Development,
which envisages the use of Al technologies
to ensure information security, including de-
tecting, preventing, and neutralizing actual
and potential dangers of disseminating inac-
curate, incomplete, or biased information.

1.4. DISINFORMATION:
CONCEPTUAL FRAMEWORK AND KEY TERMS

Since the Ukrainian legal framework does not
define the concept of disinformation, and in-
ternational practice does not have a unified
approach to understanding this phenome-
non, this study uses the UN's and Council of
Europe’s approach to understanding the phe-
nomenon of disinformation.

In her report “Disinformation and Freedom of
Opinion and Expression” (2021), the UN Special
Rapporteur on the promotion and protection
of the right to freedom of opinion and expres-
sion, Irene Khan, uses the following definition
of disinformation: false information that is dis-
seminated intentionally to cause serious social
harm.

According to this definition, in order to clas-
sify certain content as disinformation, one
needs to find three criteria in it:

m Falsehood. Disinformation contains content
that is factually incorrect or misleading.

= Intent to mislead. Disinformation is intended
to mislead individuals or the public.

s Harm. Disinformation can potentially cause
significant harm: damage to reputation, nega-
tive impact on political processes, incitement
to violence, etc.

The same three criteria for disinformation
were also contained in the report of UN Sec-
retary-General Antonio Guterres “Countering
Disinformation for the Promotion and Protec-
tion of Human Rights and Fundamental Free-
doms” as well as in the report of the Council
of Europe “Information Disorder: Towards an
Interdisciplinary Framework for Research and
Policy Making”.

In all the cases that we analyze in the subse-
quent sections of this study, the three crite-
ria for disinformation can be found:

m Falsehood. The information disseminated by
the attackers in the Ukrainian digital space dur-
ing cyberattacks was refuted by trusted sourc-
es.

= Intent to mislead. The perpetrators deliber-
ately carried out cyberattacks on Ukrainian in-
stitutions and infrastructure in order to dissem-
inate false information on their websites, which
means that they did so knowingly and with the
intent to mislead.

= Harm. The cyberattacks took place against
the backdrop of a full-scale Russian invasion
and were intended to complicate the delivery
of truthful information to the population, sow
panic, undermine trust in the media and the
government, etc.

1.5. CYBERATTACKS AND DISINFORMATION DURING

THE FULL-SCALE RUSSIAN INVASION:

POINTS OF INTERSECTION

Russia’'s war against Ukraine is a hybrid war
characterized by various forms of aggression.
It is not only about confrontation in the con-
ventional domain, but also in the informational
and digital spaces.

As the full-scale Russian invasion unfolded, the
number of cyber incidents and disinformation
campaigns in the Ukrainian digital space in-
creased significantly.


https://zakon.rada.gov.ua/laws/show/392/2020/conv%23n95
https://zakon.rada.gov.ua/laws/show/1556-2020-%25D1%2580/conv%23n96
https://digitallibrary.un.org/record/3925306?v=pdf&ln=es
https://digitallibrary.un.org/record/3987886?ln=ru&v=pdf
https://rm.coe.int/information-disorder-report-version-august-2018/16808c9c77
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Thus, data fromm the State Cyber Protection
Centre show that in 2021, only 147 cyber inci-
dents were registered in Ukrainian cyberspace.

In 2022, this figure increased by 2.8 times to 415
cyber incidents, and in 2023 there were already
1105 of them.
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Source:
State Cyber
Protection Centre.

2023

Along with the growing number of cyber in-
cidents, the number of (pro)Russian disinfor-
mation reports in the media environment has
increased significantly. This trend intensified
after the full-scale invasion.

The NGO Human Rights Platform regularly
analyzes reports of information threats iden-
tified by the Center for Countering Disinfor-
mation at the National Security and Defense
Council of Ukraine (hereinafter — the Center)
and other publicly available sources. Experts

calculate the number of identified topics of
disinformation messages, but not the absolute
number of cases of disinformation spreading
(the latter is difficult to calculate). According to
the Human Rights Platform NGO, only 71 dis-
information messages were identified in pub-
licly available sources between 2019 and 2021.
And from February 2022 to December 2022
alone, this figure skyrocketed to 742. Between
January and August 2023, it reached 1,454 dis-
information messages.
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Number of Russian
disinformation
messages in the
media, 2019-2023

Source:
Source: Human
Rights Platformn NGO.

2022 2023

It should be noted that the growing num-
ber of cyberattacks and disinformation cam-
paigns are not just parallel processes. They

complement and reinforce each other, as well
as frequently accompany conventional mil-
itary operations on the battlefield. Russia is


https://cert.gov.ua/files/pdf/SOC_Annual_Report_2022.pdf
https://scpc.gov.ua/api/docs/sseb6a10-b7aa-4396-8b04-e0e4b7fca1l1/sseb6a10-b7aa-4396-8b04-e0e4b7fca1l1.pdf
https://scpc.gov.ua/api/files/9c21855d-74da-45d1-90f9-5d4f6795996a
https://ppl.org.ua/wp-content/uploads/2022/11/Жовтень-2022-рік.pdf
https://ppl.org.ua/wp-content/uploads/2023/11/vijna-u-czifrovomu-vimiri-ta-prava-lyudini_pidsumkovij-zvit.pdf

successfully synchronizing these three com-
ponents — cyberattacks, disinformation cam-
paigns, and conventional warfare — to achieve
its strategic goals.

Thus, during the fall and winter of 2022, we wit-
nessed a particularly disruptive combination
of the three components mentioned above.
Cyberattacks on energy infrastructure (cyber
component) were accompanied by massive
missile strikes (conventional warfare), which
aimed to not only physically destroy impor-
tant infrastructure facilities but also to exert
psychological pressure on the civilian popula-
tion to create panic and destabilize the situa-
tion in the country. At the same time, Russia
launched a propaganda campaign against the
Ukrainian government (disinformation com-
ponent) to shift responsibility for the causes
and consequences of the blackouts onto it.

Here is another example of a hybrid attack by
Russia using the above components:

s Cyberattacks. On March 1, 2022, attack-

ers used the DesertBlade malware against
Ukrainian telecommunications companies.
One of the companies in Kyiv suffered de-
structive cyberattacks that led to the theft of
certain data.

= Traditional military attacks. Later that day
(March 1), a rocket attack on a TV tower in Kyiv
took place.

= Disinformation campaigns. As the regular
broadcasting of TV channels was disrupted,
the aggressor intensified disinformation at-
tacks. The Security Service of Ukraine denied
false narratives circulating in social media
that Russian troops were allegedly installing
equipment to interfere with Ukrainian com-
munications. The Center also noted that the
occupiers used phone calls to spread panic,
especially among the older generation.

Such a synchronization of different ways of
aggression happens often, although it is not
an intrinsically integral prerequisite for perpe-
trating them.

1.6. MANIFESTATIONS OF MALICIOUS ALLIANCE

IN THE UKRAINIAN DIGITAL SPACE

Cyberattacks and disinformation campaigns
tend to complement each other. Their com-
bination can take many forms:

= Cloning websites and spreading disin-
formation. Attackers create a cloned site
that looks similar to the original site: it has a
similar or identical interface, menu buttons,
author names, etc. The key difference is that
the domain name of the cloned webpage is
different from the original resource, and the
content on the cloned webpage contains dis-
information.

= Hacking websites and spreading disinfor-
mation. As a result of cyberattacks, attackers
gain unauthorized access to Ukrainian online
resources and spread disinformation, such as
fake calls from the Ukrainian government to
lay down arms, false news to destabilize soci-
ety, etc.

= DDoS attacks and disinformation. Some
cyberattacks have targeted government
websites and online media to disrupt them
and make it more difficult for them to convey
truthful information to the Ukrainian audi-
ence. This is happening in parallel with waves
of (pro)Russian disinformation.

= Jamming TV channels and spreading dis-
information. Attackers jam a channel’s sig-
nal by emitting noise at the same frequency
as the original signal. Sometimes they also
gain access to the channel to broadcast dis-
information. On a separate note, it should be
noted that in certain cases, attackers do not
jam the original signal, but broadcast their in-
formation on frequencies where there is no
signal.

= Phishing as a form of disinformation. Nu-
merous phishing attacks against Ukrainian
users and institutions are based on the dis-
semination of false and harmful information:
pseudo violations of Facebook communi-
ty rules, fictitious social payments from the
government, etc. Although the main goal of
phishing is rather to steal data and accounts,
spreading false information remains an im-
portant tool to achieve this goal.

In the following sections, we will analyze in
detail the above-mentioned five forms of cy-
berattacks and disinformation combinations,
as well as suggest recommendations for ef-
fectively countering these threats.

n


https://cip.gov.ua/ua/news/kiberataki-artileriya-propaganda-zagalnii-oglyad-vimiriv-rosiiskoyi-agresiyi
https://cip.gov.ua/ua/news/kiberataki-artileriya-propaganda-zagalnii-oglyad-vimiriv-rosiiskoyi-agresiyi
https://cip.gov.ua/ua/news/kiberataki-artileriya-propaganda-zagalnii-oglyad-vimiriv-rosiiskoyi-agresiyi
https://cip.gov.ua/ua/news/kiberataki-artileriya-propaganda-zagalnii-oglyad-vimiriv-rosiiskoyi-agresiyi
https://eurepoc.eu/wp-content/uploads/2023/06/One_Year_of_Hostilities_in_Ukraine_EuRepoC.pdf
https://www.unhcr.org/innovation/wp-content/uploads/2022/02/Factsheet-4.pdf
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2. WEBSITE CLONING
AS A THREAT TO THE DIGITAL
AND INFORMATION SECURITY

OF UKRAINIANS

SINCE THE FULL-SCALE RUSSIAN INVASION, ATTACKERS HAVE REPEATEDLY CLONED POPULAR
UKRAINIAN NEWS SITES. A CLONED SITE RESEMBLES THE ORIGINAL SITE: IT HAS A SIMILAR OR
IDENTICAL INTERFACE, MENU BUTTONS, AUTHOR NAMES, ETC. HOWEVER, THE CLONED SITE'S
DOMAIN NAME AND CONTENT DIFFER FROM THE ORIGINAL.

THE PURPOSE OF CREATING SUCH CLONED SITES

IS TO SPREAD (PRO)RUSSIAN

DISINFORMATION, MANIPULATE PUBLIC OPINION, AND DISCREDIT REPUTABLE SOURCES OF

INFORMATION.

2.1. MODUS OPERANDI OF WEBSITE CLONING

The general scheme of creating and spread-
ing disinformation through cloned sites is the
following:

STEP 1. CREATING A CLONED SITE. THIS
TAKES SEVERAL STAGES:

= Choosing a target original news site. At-
tackers choose a popular news site that many
Ukrainians trust. The choice usually falls on
sites with a large audience to ensure makxi-
mum coverage of the disinformation being
spread.

= Creating a domain name for cloning. The
domain name of the cloned site may differ
from the original by only a few characters that
the average person may not always notice
immediately. For example, the .com top-level
domain can be replaced with .net. Or attack-
ers may add additional letters / symbols to
the domain name or swap its parts: for exam-
ple, instead of pravda.com.ua (the website
of Ukrainska Pravda), the attackers created a
cloned site pravda-ua.com.

= Copying the interface of the original web-
site. The next step is creating the visual con-
tent of the cloned site. Perpetrators copy the
design, logo, layout of elements, and other
visual elements to make the cloned site ap-
pear legitimate and resemble the original re-
source. This is done so that users are unable

to visually distinguish the cloned site from the
original site at first glance. Most links on the
cloned site remain active, and some of them
even lead to the original site (to enhance the
legitimacy of the cloned site).

STEP 2. FILLING THE CLONED SITE
WITH DISINFORMATION. TO DO THIS,
PERPETRATORS USE THE FOLLOWING
TECHNIQUES:

= Fabricating fake news. Perpetrators gen-
erate new articles or copy existing ones, usu-
ally containing (pro)Russian disinformation
and propaganda. These articles are intended
to evoke an emotional reaction in readers: to
sow fear, incite anger, or disappointment in
the actions of the authorities or the situation
in the country.

Cloned sites are often made in an abridged
form: they may not have a complete landing
page and other site sections. Perpetrators
create a working URL link only to a specific
fake article (or articles) on the cloned site,
such as example.com/article, and if you enter
only the domain name of the site (i.e.,, exam-
ple.com), you will not see any information on
this page.

= Spreading fake news alongside authen-
tic articles. To increase the legitimacy of a
cloned site, perpetrators can spread their


http://pravda.com.ua

own fake news alongside authentic articles
from the original site using special tools that
automatically transfer new publications from
the original site to the cloned site.

= Using manipulative techniques. Articles
from a cloned site may contain manipulative
statements, quotes taken out of context, and
links to fictitious sources to increase the “ve-
racity” of the news.

STEP 3. DISSEMINATING LINKS TO THE
CLONED SITE AMONG USERS. THIS IS
DONE IN DIFFERENT WAYS AND ON
DIFFERENT PLATFORMS, SUCH AS:

= Fake accounts on social media platforms.
Recently, attackers have been actively cre-
ating fake accounts (so-called “one-day ac-
counts”) on social media platforms and de-
veloping a wide network of bots to spread
links to false news posted on the cloned sites.
In particular, human rights and volunteer or-
ganizations receive such links in the com-
ments to their social media publications.

= Targeted advertising. Paid targeted adver-
tising on social media is often used both by
newly created fake accounts and hacked au-
thentic accounts to propagate disinformation
among different user groups.

2.2. CASE STUDY: CLONING UKRAINIAN NEWS WEBSITES

LET US TAKE A LOOK AT A FEW
EXAMPLES OF WEBSITE CLONING SCHEMES
IN PRACTICE.

2.2.1. OBOZREVATEL

The online media Obozrevatel encountered
the problem of its website getting cloned. The
cloned site had the same design and structure
as the real Obozrevatel site, but differed in the
top-level domain name: the attackers replaced
.com with .Itd:

@ The domain name of the cloned site:
obozrevatel.ltd

@ The correct domain hame for Obozrevatel:
obozrevatel.com

Apart from the domain name, the other sig-
nificant difference was the content published
on the cloned site. It had little to do with the
content of the original Obozrevatel website.
Instead, it reproduced typical Russian propa-
ganda and disinformation narratives that were
spread at critical moments and during escala-
tions in the front line, such as the counteroffen-
sive of the Ukrainian Armed Forces, to cause
panic and distrust among Ukrainians, as well
as to sow doubts about the actions of the gov-
ernment and military.

An example of the disinformation spread on
the cloned site is the article “Allies are ditching
us: instead of helping Ukraine, they are con-
cerned with their own defense”. There was no
such article on the real Obozrevatel website.

@ oenzreviree i | Fem
COI0O3HUKM Hac 3NUBaIOTL: 3aMicTh S
ponomoru YKpaiHi BOHW nepeiHANUcs

¥ HIILY) £BPONECsHF KOFTH HIPOCTAE HEBRDBINEHHRL, NI RIFHE T TN, 10
MIOCTRUEHA SE0L Y KD FHAUKYE TR0 BNACHY DHOPOHOARETHICTE

gtan zsu u najblizhchij misyats propalyuvatimut rosijsku logistik

1. This is what the
domain name
looks like on the
real Obozrevatel
website.

. The URL-address
of the fabricated
fake news.

. An example
of a fabricated
fake article being
spread.

Source:
screenshot
from Obozrevatel.
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https://www.redpoints.com/blog/website-cloning/
https://news.obozrevatel.com/ukr/society/rozganyayut-zradu-u-merezhi-poshiryuyut-fejki-vid-imeni-obozrevatel-z-proplachenoyu-reklamoyu-u-fb-vidannya-zvernulosya-v-sbu.htm
http://obozrevatel.com
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An example of targeted advertising on Facebook
from the fake page «Superb ao7», which contained
a link to a fabricated fake article on the cloned site
of Obozrevatel.

Source:
screenshot from Facebook- account
of Yuriy Konkevych.

To promote the cloned site, the perpetrators
used fake social media pages (such as the “Su-
perb ao7” Facebook page) and distributed tar-
geted advertising through them.

This scheme has several characteristic
features:

m A fake social media page through which the
perpetrators disseminate links to a cloned site
(a typical “Superb ao7” botnet in our case) is
usually created recently and has no posts.

m A link that leads to a cloned site looks strange
and differs from the address of the cloned site
—itis a pre-landing site. In the case mentioned
above, the link to the pre-landing site that was
spread on social media looked like this: http./
valaak.com/vmesto. After following this link
users are then redirected to the cloned site
obozrevatel.ltd.

Perpetrators create such pre-landing sites be-
cause social media platforms can sometimes
block links to sites identified as malicious
clones, which was exactly the case with the
cloned site of Obozrevatel. Meta identified the
link to the obozrevatel.ltd cloned site as mali-
cious and violating the Community Standards,
and hence blocked posts and ads containing it.

However, the attackers managed to circumvent
this blocking for some time using a pre-land-
ing site, valaak.com/vmesto.

The editorial board of Obozrevatel requested
the Security Service of Ukraine to respond ap-
propriately. Currently, the cloned site is still ac-
tive, but it does not contain any information (it
is empty).

2.2.2 UKRAINSKA PRAVDA

In 2023, the perpetrators also created a website
disguised as the prominent Ukrainian media
Ukrainska Pravda. The cloned site was a visual
copy of the original media, it had even used the
original interface and logo to resemble the real
site as much as possible.

The URL of the cloned site differed from the URL
of the original site by only a few characters and
swapped letters:

@ Domain name of the cloned site:
https://pravda-ua.com/

@ The correct domain name for Ukrainska Prav-
da: https://pravda.com.ua/

At least 14 false articles promoting Russian
narratives were found on the cloned website.
Moreover, some of them contained links to Tel-
egram channels that, according to the Security
Service of Ukraine, were working in the inter-
ests of Russia.

Anexampleisthe article “Economy of War: Com-
manders Profit from the Deaths of Soldiers,” al-
legedly written by Pavel Kazarin, a journalist for
Ukrainska Pravda. However, according to Mr. Ka-
zarin himself, he did not write this column.

0O

< @

see

@ [pravda-uaom/rus/artic

YRPAMHCEAA TTPAB/IA

9KOHOMMKA BOWHDI:
KOMAHANPbI
HAXXMBAKOTCA HaA
cmepTu congar
|

An example of a fabricated fake article being spread.

Source: IM| screenshot.


https://developers.facebook.com/tools/debug/?q=obozrevatel.ltd
https://who.is/whois/obozrevatel.ltd
https://who.is/whois/obozrevatel.ltd
https://pravda.com.ua/
https://www.pravda.com.ua/news/2023/04/10/7397275/
https://imi.org.ua/news/u-merezhi-z-yavyvsya-fejkovyj-sajt-up-z-vygadanoyu-kolonkoyu-kazarina-i52050
https://imi.org.ua/news/u-merezhi-z-yavyvsya-fejkovyj-sajt-up-z-vygadanoyu-kolonkoyu-kazarina-i52050
https://imi.org.ua/news/u-merezhi-z-yavyvsya-fejkovyj-sajt-up-z-vygadanoyu-kolonkoyu-kazarina-i52050

Such (pro)Russian disinformation is aimed at
discrediting the army and undermining trust
in Ukraine's military and political leadership.

The management of Ukrainska Pravda sent an
appeal to the Security Service of Ukraine with
a request to respond appropriately. The cloned
site is currently inactive.

2.2.3 RBC-UKRAINE

RBC-Ukraine also faced challenges caused
by the cloning of its website to spread false
materials. The perpetrators created a website
with a domain similar to the real one.

@ Domain name of the cloned site:
https://www.rbk.media/

@ The correct domain name of RBC-Ukraine:
https://www.rbc.ua/

To attract as many people as possible to the
cloned site, the attackers created a number of
empty Facebook pages, like «Windsandkirs».

w ~ Windsandkirs

1 "Hpasurea™ + noa 1

An example of a blank page created to spread
disinformation through advertising.

Source:
screenshot from the Center for Strategic
Communications and Information Security.

Then an advertising campaign was launched
from this page. The advert was about a French
cartoon that allegedly portrays Ukraine in a de-
rogatory manner.

In order to prevent the cartoon from spreading,
users were asked to follow a link and sign a
petition. However, the link did not lead to the
petition, but to a cloned RBC-Ukraine website.

& rbkmedia‘rug/news/vmeste-s-narodom-|li-po-otdelnosti- 1676133224 pl

il PBK-YKPATHA

BEAHA POCI 3

TYTI 3CY WA BAABM  TIEPET TRY

Pa3omM 3 HapogoM 4u oKpemMo?

e v 4 &

An example of a fabricated fake article being spread.

Source:
screenshot from the Center for Strategic
Communications and Information Security.

The cloned site immediately showed the user
an article «Together with the nation or apart».
The main goal of the article was to sow doubts
about the (in)Jcompetence of the Ukrainian
government, and inefficient and negligible
pension indexation. The article implied that the
government was distant from the needs of or-
dinary people and did not care about them. It
was targeted, in particular, at older people as
one of the most vulnerable categories of the
population.

The clone website also featured other false ar-
ticles, such as «The West is desperate,» which
stated that allies were gradually withdrawing
aid to Ukraine because they realized that much
of it was being stolen. These were disseminated
to undermine the population’s morale, demon-
strate the alleged decline in trust and support
for Ukraine in the West, and sow distrust in the
Ukrainian government and its ability to effec-
tively manage the aid received.

w wmﬁ:lallldkirs w Windsandkirs

Pesnas Pernaua

An example
of spreading
disinformation
through
advertising.

iy

it
TR Hie e noxagyEamL Do MmHEYS
Hac Wit BaC NUITERMBEMD, MK BaC

Source:

screenshot from the
Center for Strategic
Communications
and Information
Security.
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https://spravdi.gov.ua/rosiyany-zapustyly-novu-ipso-prykryvshys-klonom-ukrayinskogo-media-shho-vygadaly-propagandysty/
https://who.is/whois/pravda-ua.com
https://www.rbc.ua/
https://spravdi.gov.ua/rosiyany-zapustyly-novu-ipso-prykryvshys-klonom-ukrayinskogo-media-shho-vygadaly-propagandysty/
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Another example of the disseminated dis-
information is an article criticizing the then
Commander-in-Chief of the Armed Forces of
Ukraine, Valeriy Zaluzhny, allegedly written by
journalist Dmytro Braslavsky.

' PEK-YKPAIHA

RU

Ha yecTb 3any>XHoro Ha3Banu
ceno: 3a sKi 3acnyru?

YKPAIHA, BIBTOPOK 21 IOTOr0 2023 11:35
w ! i

An example of a fabricated fake article being spread.

Source: IM| screenshot.

RBC-Ukraine reported that it had no connec-
tion to the cloned site or the article. The media
outlet addressed the issue to the cyber police.
However, the issue has not yet been resolved,
as the cloned site remains active (albeit with-
out content).

Source: CEDEM infographic.

2.2.4. OTHER EXAMPLES

The Center for Strategic Communications and
Information Security reported many other cas-
es of cloning of Ukrainian news sites to spread
(pro)Russian disinformation and propaganda.
The victims of such attacks were, in particu-
lar, UNIAN, Ekonomichna Pravda, and UNN —
Ukrainian National News:

@ The domain names of the cloned sites:
unian.org, unian.pm, unian.in

@ The correct domain name of UNIAN:
unian.ua

3. 3ninoK 3 YHiaH
30 (TaTTRI0-A83010

AIK MPALIKOE POCIMCbKA JIE3A

— CKPHAT

Source:
CEDEM infographic.


https://zmina.info/news/rosiyany-stvoryly-nyzku-fejkovyh-storinok-ukrayinskyh-media-dlya-poshyrennya-vlasnoyi-propagandy/
http://unian.ua
https://imi.org.ua/news/rbk-ukrayina-zvernuvsya-do-kiberpolitsiyi-cherez-pidrobku-sajtu-ta-fejkovu-stattyu-z-krytykoyu-i51458
https://who.is/whois/rbk.media

@ Domain name of the cloned site:
spletnik-naroda.com

@ The correct domain name
of Ekonomichna Pravda epravda.com.ua
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@ Domain name of the cloned site:
golos-naroda-ua.com

Source: CEDEM screenshots.

@ Correct domain name of UNN:
unn.com.ua
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The clone pagesdisseminated a number of Rus-
sian propaganda messages, such as «Ukraine
sells children on illegal markets,» «Conscription
evaders hide in universities,» and so on. At the
same time, there was no such information on
real news sites.

This is not an exhaustive list of cases of cloning
of Ukrainian news sites. Such actions by perpe-

Source: CEDEM screenshots.

trators require raising the level of information
and digital literacy of the Ukrainian popula-
tion. Educational campaigns aimed at training
users to recognize the features of fake news
and cloned sites can significantly reduce the
impact of disinformation and help protect the
country’'s information and digital space.
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2.3. RECOMMENDATIONS FOR MEDIA

AND USERS TO COUNTERACT WEBSITE CLONING

2.3.1. RECOMMENDATIONS FOR MEDIA

= Be aware of cloned sites. Regularly moni-
tor the Internet space for clones of your web-
site and promptly take note of such cases with
subsequent reporting to the responsible law
enforcement agencies. For monitoring, you
can use Google Alerts or commercial tools
(such as “Copyscape” and “Copysentry”), which
automatically scan the Internet for copies of
your content and, if cloned content is detect-
ed, send a notification to the site owner or ad-
ministrator. These tools will help you identify a
cloned site if it contains copies of some original
articles from your site (to increase legitimacy)
alongside fake news.

Tracking the issuance of SSL certificates can
also be an additional tool for identifying cloned
sites. An SSL certificate is a digital signature
of a website that allows you to use the secure
HTTPS data transfer and encryption protocol.
SSL certificates are used by both legitimate
and fraudulent websites.

SSL certificate issuance can be monitored
manually by using the site's “mask” (rbc, uni-
an, etc.) to check the SSL certificates issued
under this “mask”. For example, on the crt.sh
website, you can enter certain keywords (rbc,
unian, etc.) and see the domains that contain
them. This way, you can identify domains used
by perpetrators. Perpetrators often abuse Let's
Encrypt certificates, so searching by a “mask”
such as rbc allows you to see which domains
contain rbc, have an SSL certificate from Let's
Encrypt, and may be fraudulent.

= Use digital watermarks in your content.
Digital watermarks can be used on images
and other types of visual content. There are
two types of watermarks: visible — they can be
seen with the naked eye (logo, text, etc.), and
invisible — they can only be detected with the
help of special software. In both cases, the dis-
tribution of digital watermarks can be tracked
to prevent their use in false articles on cloned
sites. Tracking tools are provided by companies
such as IMATAC.

= Raise awareness of website cloning among
your audience. Conduct awareness-raising
campaigns among your readers about the risks
of website cloning, disinformation, and how to
detect and counteract them.

= Notify your audience about cases of web-
site cloning. If a cloned site is detected, it is
important to immediately notify your audience
through all available platforms: the original site,
social media, emails (e.g., email newsletter sub-
scribers), etc. This will help prevent confusion,
avoid possible reputational damage to your
outlet, and protect readers from potential dis-
information on cloned sites. You should clearly
explain how the real site differs from its clone,
specify the correct domain name of the real
site, and, if possible, also refute false news that
were published on a cloned site on behalf of
your media.

= Contact a hosting provider. Clone websites
are often hosted on servers controlled by cer-
tain hosting providers. You can use tools like
https://www.whoishostingthis.com/ to identi-
fy the website's hosting provider. Contact the
provider and ask them to take steps to block
access to the cloned site.

= Contact the domain registrar. If the domain
name of the cloned website is similar to the
original one, you can ask the domain registrar
to suspend it. This can be especially effective
when the cloned site copies your trademark
or other intellectual property right, and you
should explicitly mention this in your request.
Information about the domain registrar of the
cloned site can be found at the following link:
https://who.is/.

= Contact companies that provide CDN
(Content Delivery Network) services. Such
companies (e.g. Cloudflare, Deflect) optimize
content delivery and protect websites from
possible cyberattacks (e.g. DDoS). You can find
out the provider of CDN services using this tool:
https://www.cdnplanet.com/tools/cdnfinder/.
Complain to the CDN provider and ask them to
revise their service policy if the cloned site uses
their services for malicious activities.

= Take legal action. Ukraine has a cyber police
unit that deals with cybercrime. If your website
has been cloned and malicious false information
is being disseminated on it, you can file an official
report on malicious activity with the cyber police
at https://ticket.cyberpolice.gov.ua/, as well as re-
port the incident to the Government Computer
Emergency Response Team of Ukraine (CERT-
UA) using the contact details or the form on its
website: https://cert.gov.ua/contact-us.



https://www.google.com/alerts
https://www.copyscape.com/
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http://crt.sh
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https://www.cloudflare.com/
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https://cert.gov.ua/contact-us

2.3.2. RECOMMENDATIONS FOR USERS

= Pay attention to the domain names of the
websites you visit. Always check the domain
names of websites carefully, especially if the
site is “promoting treason” or providing overly
negative or unexpected news about Ukraine.
Minor changes in the domain name (such as
additional letters, numbers, or usage of differ-
ent domain extensions) may be indicative of a
cloned site.

= Try entering only the homepage / domain
name of the site. Cloned sites are often creat-
ed in an abridged form, and they rarely have a
complete homepage. For example, if you short-
en the link to a false article from the cloned
Obozrevatel site (https:.//www.obozrevatel.ltd/
politics-news/vopros-vyzhivanija.ntm) to the
cloned site's domain name (obozrevatel.ltd),
you will see a blank page. This is one of the indi-
cators that the site is probably a clone.

= Save the addresses of the sites you vis-
it. Add to your Favorites, bookmarks, or Quick
Launcher the sites (real ones) that you visit of-
ten and access them from these shortcuts.

= Check the website using the WHOIS tool.
Use the WHOIS service (https:/who.is/) to
check information about the domain owner.
Cloned sites often have a recent registration
date, a suspicious domain registrar (without
any contact information, with headquarters
outside of Ukraine, etc.), and hidden data.

= Check the latest content update on the site.
Genuine news sites update their content regu-
larly. If all the content on the site is dated on the
same day, it may be an indication of a clone.

= Pay attention to the quality of images, the
presence of links to other sources, and their

relevance to the published content. Blurry
photos that do not match the topic of the con-
tent, lack of source links — all these are red flags
that may indicate that the site is not authentic.

= Check the pages that share with you the
link to the site. If you find a link to a news site
on social media, pay attention to the account /
page that shares it. If this is an unofficial page
of the media and not an account of a media
employee, if the page / account was created re-
cently, if it uses unlikely images or inaccurate
data, and has no activity on it, it may be a fake
account that posts links to a cloned site.

= Improve your level of information and digi-
tal literacy. Learn to recognize domain names,
fake news, and use reliable sources to verify in-
formation (such as the white list of transparent
and reliable Ukrainian media from the NGO In-
stitute of Mass Information).

= Critically evaluate the information you re-
ceive and do not rush to share it. Do not rush
to share the information that evokes strong
emotions. It is better to analyze the news in a
balanced way and check it on other reliable re-
sources before believing or sharing it.

= Contact the real site if you find a clone. If
you find a cloned site, contact the administra-
tion of the real site directly through its contact
information. The site administration will be able
to warn its readers about the existence of a
cloned site and take measures to block it.

= Contact the cyber police, your hosting pro-
vider, domain registrar, and CDN companies.
Just like the media whose sites have been
cloned, you can also contact the authorized
agencies and report the cloned site. The algo-
rithm of actions is described above (see Section
2.3.1. Recommendations for media).
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3. HACKING WEBSITES AND
SPREADING DISINFORMATION

3.1. MODUS OPERANDI OF WEBSITE HACKING
AND DISINFORMATION DISSEMINATION

HACKING OF WEBSITES WITH THE SUBSE-
QUENT SPREAD OF DISINFORMATION USU-
ALLY FOLLOWS THE FOLLOWING SCHEME:

1. Selection of the target original website.
Attackers choose a popular news resource, a
website of a public organization or a govern-
ment agency. The choice usually falls on sites
with a large audience to ensure maximum de-
structive impact and further spread of disinfor-
mation.

2. Gaining unauthorized access to the web-
site. Attackers use various techniques to gain
unauthorized access, including:

= Exploitation of software and content
management system (CMS) vulnerabili-
ties. Attackers look for vulnerabilities in the
software used to manage website content.
These can be outdated versions of CMS or
plugins with known vulnerabilities. Using
them, they can gain access to the site's ad-
ministrative panel and manipulate the con-
tent.

= Hacking company employee accounts.
Attackers can target company employ-
ee accounts by using phishing attacks or
password guessing. For example, they can
send a phishing email that looks like an
official request to get an employee’s login
and password. After that, they use the data
to log in to the website and make changes
to the content.

= Hacking accounts at a host or domain
registrar. Attackers can gain access to an
account on the website of a host or domain
registrar. This will allow them to control the

site, change its settings, redirect traffic, or
even delete the site.

= Exploitation of software vulnerabilities
or hacking into the accounts of the host
or domain registrar (this is very rare, as
they are usually well protected, but it is
also possible). Attackers can gain access
to the website or account of an employee
of the company that provides hosting or
domain registration for the website. This al-
lows attackers to control the site (both the
host's / registrar's site and the sites they
provide services to) and make changesto it.

= Access via FTP and SSH. Attackers can
use the FTP and SSH protocols to gain
access to the site’s server. If these proto-
cols are not properly secured (for example,
weak passwords are used or there is no cer-
tificate protection for SSH), attackers can
gain full control over the site.

= Hacking of third-party services inte-
grated into the website. Attackers can tar-
get third-party services that are integrated
into the website, such as banner/advertis-
ing networks or content publishing/place-
ment services. A hacked third-party service
allows attackers to influence the content of
the site or even redirect traffic to malicious
resources.

3. Changing the original content and / or
publishing false content. After gaining unau-
thorized access to the website’s infrastructure,
attackers can modify existing content or add
their own. For example, they can replace origi-
nal news with harmful false articles or manipu-
lative materials.

3.2. CASE STUDY: HACKING THE UKRAINIAN MEDIA

3.2.1. ATTACK ON RADIO: THE CASE OF TAVR
MEDIA RADIO HOLDING

In July 2022, TAVR Media, a radio holding com-
pany that owns a number of Ukrainian radio



TABP Megia - TAVR Media
21 nunHa 2022p. - Q3

YBATA, BAKNTMBA IHROPMALLIA!

= TAVR

MEDILA

Media.

'-i. "'.5‘;:" 54

CbOrofHi byno 34iMcHeHo KibepaTtaky Ha cepeepu Ta Mepexi pagioctaHuin TAVR

B AaHMIA MOMEHT BIANOBIAHI CNYXOM NPaLUOHOTE Hal BUPIWEHHAM Uiel npobaemu.

Haronowyemo, xoaHa iHbopmalia npo npobnemu i3 3gopos’am MNpesnaeHTta
YKpaiHu Bonogmmmnpa 3eneHcsKoro He BignoBijac AiRCHOCTI.

10 komeHTapie 108 nowupeHs

A post on the TAVR Media Facebook page about the cyberattack.

stations, fell victim to a cyberattack. As a re-
sult, the attackers gained access to the soft-
ware that programmed the broadcasting and
spread false news about the health of Presi-
dent of Ukraine Volodymyr Zelenskyy.

For example, one of the radio stations, Radio
Rocks, aired a live report about the allegedly
serious health condition of the President. They
said that Volodymyr Zelenskyy was in intensive
care, and that the Speaker of the Verkhovna
Rada of Ukraine was temporarily performing
his duties. Such reports are aimed at destabi-
lizing the situation in the country and under-
mining the credibility of Ukrainian information
sources.

Representatives of TAVR Media stated on their
social media that the news about the presi-
dent’s health was false.

President Zelenskyy personally commented on
the situation, reassured the public and refuted
rumors about his allegedly serious condition.
He stated that he was in his office and felt fine.
Such appeals and prompt refutations are quite
effective in neutralizing attempts to sow panic
among the population through disinformation.

3.2.2. CONTENT MANIPULATION
ON TV CHANNELS: THE CASE OF 1+1 MEDIA
HOLDING

On March 28, 2024, (pro)Russian hackers
launched a large-scale attack on the Ukraini-
an TV channels of the 1+1 media holding. The
attackers temporarily swapped the original
content with propaganda materials. This is not
the first time that (pro)Russian groups have
launched cyberattacks on Ukrainian media to
destabilize Ukraine's information space.

Source: Facebook «TAVR Media».

On the morning of March 28, viewers of 1+1
Ukraine, TET, PlusPlus, Bigudi, 2+2, UNIAN, and
other TV channels saw Russian propaganda
content instead of the scheduled programs.
The Center for Strategic Communications and
Information Security emphasized that these ac-
tions were aimed at destabilizing the situation in
Ukraine. The attackers broadcast, among other
things, a video of pro-Kremlin propagandist Di-
ana Panchenko, who is suspected of treason.

An example of Russian propaganda content by Diana
Panchenko, which was broadcast on the channels of
the 1+1 media holding.

Source: screenshot from the Center for Strategic
Communications and Information Security.

Experts quickly fixed the problem and restored
satellite broadcasting. 1+1 media urged Ukraini-
ans to observe information hygiene in order not
to help the enemy spread disinformation.
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3.2.3. FABRICATION OF FAKE NEWS AND
POSTS ON SOCIAL MEDIA: THE CASE OF NV

In February 2024, the Ukrainian news agency
NV became the target of a cyberattack, during
which the attackers gained unauthorized ac-
cess to the outlet's resources and published
fake articles on the NV website and Telegram
channel. The articles stated that Russian hack-
ers were allegedly tracking the movements of
Ukrainian citizens, including law enforcement
officials.

PoCiHiCBKi XaKepH MpOTAroM POKY
OTpHMYBaJIH iHpopManiio mpo
nepeABileHHs rpoMajsiH YKpaiHH,
30KpeMa criBpo6iTaukis @

— LYY

Fabricated fake news created
by hackers on the NV website.

Source:
NV screenshot.

According to NV, this hacker attack was prob-
ably aimed at discrediting Delta, the situation-
al awareness system of the Ukrainian Armed
Forces. However, NV soon managed to regain
control of the website and Telegram channel
and remove the fake news.

3.2.4. HACKING A NEWS TICKER: THE CASE
OF PRIAMYI TV CHANNEL

Another example of a cyberattack aimed at
spreading disinformation is the cyberattack on
the Ukrainian TV channel Priamyi. It resulted in
the spread of Russian propaganda through the
channel’'s news ticker during an online broad-
cast on YouTube. The planned text of the news
feed was replaced with Russian propaganda
narratives saying that the United States and
President Zelenskyy are destroying Ukraine
through their actions.
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Fabricated fake news feed
on the YouTube channel Priamyi.

Source: Priamyi screenshot.

The Priamyi TV channel's specialists reacted
quickly, turned off the ticker and soon restored
its regular operation.

The case of Priamyi demonstrates a broader
trend of cyberattacks being used to wage
information warfare. The goal of such attacks
is often not only to temporarily interrupt the
normal operation of the media, but also to
discredit the media as a reliable source of news
in the eyes of the public.

3.3. RECOMMENDATIONS FOR MEDIA AND USERS TO COUNTERACT
THE SPREAD OF DISINFORMATION THROUGH WEBSITE HACKING

3.3.1. RECOMMENDATIONS FOR MEDIA

1. Use special programs to detect and re-
spond to cyber incidents. Use special mon-
itoring tools to quickly detect and respond to
signs of hacking. If you suspect that your web-
site has been hacked, use one of these tools:

m Security Issues report from Google Search
Console. If Google's systems determine
that your site has been hacked or poses a
danger to visitors (for example, it contains
malware or is used for phishing), informa-
tion about this will be provided in the Secu-
rity Issues report.



https://nv.ua/ukr/ukraine/events/sayt-nv-bulo-zlamano-24-lyutogo-2024-roku-robotu-vzhe-vidnovleno-novini-ukrajini-50395661.html
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https://nv.ua/ukr/ukraine/events/sayt-nv-bulo-zlamano-24-lyutogo-2024-roku-robotu-vzhe-vidnovleno-novini-ukrajini-50395661.html
https://nv.ua/ukr/ukraine/events/sayt-nv-bulo-zlamano-24-lyutogo-2024-roku-robotu-vzhe-vidnovleno-novini-ukrajini-50395661.html
https://support.google.com/webmasters/answer/9044101?hl=en

s Safe Browsing by Google. With Safe
Browsing, Google analyzes billions of URLs
daily and identifies thousands of danger-
ous sites that have been hacked. When the
system detects unsafe sites, it also displays
warnings in Google search and web brows-
ers. To find out if a site is safe to browse, you
can check it by pasting the site’s URL into
the search bar.

2. Keep an eye out for notifications from
your hosting provider. In many cases, the
hosting provider can detect that a site has
been hacked and notify you. When there are
reasonable grounds to believe that a site has
been hacked, hosting providers usually turn off
the site and then send an email to the owner.

3. Notify the hosting provider of the hacking
incident if they have not discovered it them-
selves. If the account of an editor or other staff
member on your site has been hacked, it is im-
portant to contact the hosting provider that
hosts your site as soon as possible. Notify the
hosting provider of the hacking incident and
ask them to temporarily disable access to your
site so that people do not read the disinforma-
tion on the hacked site until you regain control.

In addition, the hosting provider can help to
“roll back” the site to the condition before the
hack, provided that regular data backups are
available.

4. Create regular data backups of your site
and check their recoverability. Be sure to
set up regular backups of your website. Store
backups not only on the main server, but also
on external media or other cloud services for
additional security (backups of backups).

Designate a responsible person who will reg-
ularly check the ability to restore the site from
backups. This is necessary to ensure that the
backups are not damaged and can be used to
restore the site in the event of a cyberattack. It
is better to check backups after usual working
hours, when the site has statistically the least
number of visitors. This is important because
during the check, the site may be unavailable
from several minutes (in case of successful
restoration from a backup) to several hours (in
case of unsuccessful restoration, then you will
have to bring everything back through other
backups or manually find and fix errors).

5. Develop a cyber incident response plan.
Create a clear incident response and recovery
plan that includes procedures for communicat-
ing with your audience and other stakeholders.

6. Protect your website infrastructure. Use
the most advanced security methods, such as
network content delivery services and protec-
tion against certain types of cyberattacks (e.g.,
“Cloudflare” or “Deflect”), regularly update your
software, set up multi-factor authentication
and ensure complex staff passwords to access
your resources, provide employees with only
the least necessary level of access to certain re-
sources to effectively perform their duties (so
when the employee’s account is compromised,
attackers get as little access as possible), etc.
Do not share any confidential data related to
the operation of your website with anyone else.

7. Protect your accounts with your host/do-
main registrar. Make sure your accounts with
your host or domain registrar are protected
with a strong password and two-factor au-
thentication.

8. Monitor the security of third-party ser-
vices. Thoroughly check the security of all
third-party services integrated into the web-
site, such as banner/advertising networks or
services for publishing/placing content.

9. Create a “mirror” of your site. Creating a
mirror copy of your website on another infra-
structure effectively ensures website availabil-
ity in case of hacking or other technical prob-
lems. A site mirror is a complete copy of the
main site hosted on another server or hosting.
In the event of an attack on the main site, traf-
fic can be quickly redirected to the mirror site,
which allows you to maintain the availability
and functionality of the resource for users.

10. Train employees on the basics of digital
security. Organize digital and information se-
curity training for all your employees, especially
on how to recognize phishing attacks.

11. Be transparent and open. Inform the pub-
lic about all cases of cyberattacks or attempts
to manipulate content. Collaborate with other
media/institutions to share information on po-
tential threats and best practices of counterac-
tion.

12. Report the hacking incident to the au-
thorized agencies. If you have reason to be-
lieve that the website has been hacked to
spread disinformation, you can contact the cy-
ber police. This can be done through the offi-
cial website: https://ticket.cyberpolice.gov.ua/.
In addition, contact the Government Computer
Emergency Response Team of Ukraine (CERT-
UA) using the contact details or the form on its
website: https://cert.gov.ua/contact-us.
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3.3.2. RECOMMENDATIONS FOR USERS

1. Be critical of the information you receive
and verify it. You should not immediately trust
and spread the news that evokes strong emo-
tions or “propels treason”, even if it is published
by resources you trust. It is always better to
check information in several reliable sources.

For example, if an online resource suddenly
starts reporting on Russia's tremendous suc-
cesses at the front or presumes that further
resistance is futile, check this information on
the websites of other media outlets and insti-
tutions. The website that is “propelling treason”
has likely been hacked and is now spreading
Russian disinformation.

2. Improve your knowledge of digital and
information security. Regularly take an in-

terest in cyberattack patterns and techniques
of detecting disinformation. Update the list of
reliable news sources you read. For example,
you can use the white list of transparent and
responsible Ukrainian media from the NGO In-
stitute of Mass Information.

3. If you have reason to believe that a web-
site has been hacked to spread disinforma-
tion, you can report the incident to the web-
site administration, cyber police: https://ticket.
cyberpolice.gov.ua/ and the Government Com-
puter Emergency Response Team of Ukraine
(CERT-UA): https://cert.gov.ua/contact-us.

Following these recommendations will help
the media better protect their resources from
hacking and help users limit the impact of dis-
information.
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4. DDOS ATTACKS AS ATOOL
OF UNDERMINING UKRAINE’'S
INFORMATION CAPABILITIES

AS RUSSIA'S FULL-SCALE ARMED AGGRESSION ACAINST UKRAINE UNFOLDED, DDOS ATTACKS
BECAME ONE OF THE MOST COMMON TYPES OF CYBERATTACKS ON UKRAINIAN NETWORK

RESOURCES AND INFRASTRUCTURE.

4.1 DDOS ATTACKS: DEFINITION AND CATEGORIES

A DDoS attack (distributed denial-of-service at-
tack) is a type of cyberattack in which attackers
try to disrupt the operation of a website, net-
work, or other services by overloading them
with a large number of fake requests.

In other words, during a DDoS attack, an attack-
er simultaneously generates so many external
requests (their number can reach millions) that
the targeted system cannot process them. As a
result, the website malfunctions.

CATEGORIES OF DDOS ATTACKS:

= Volumetric attacks. The simplest and oldest,
they involve the use of large volumes of traffic
to overload the victim's network bandwidth or
the bandwidth between the network and the
Internet. For example, attackers can overload a
targeted remote server by sending information
requests to a program listening on a specific
port. Since the server has to check and respond
to each request, its bandwidth can quickly run

out. After that, the site becomes unavailable.

= Application layer attacks. Attacks on public-
ly available programs by sending large volumes
of spoofed traffic. An example is overloading
a server with certain requests. Although the
server may have sufficient bandwidth, due to
tens of millions of requests per second, it does
not have time and capacity to process them.
Eventually, its processing capabilities are ex-
hausted, and the site becomes unavailable.

m Protocol attacks. Hackers exploit vulnerabil-
ities in network protocols to overload a target
system or infrastructure with a large number
of incomplete requests. For example, attackers
can send many requests to the victim'’s server,
but ignore the responses to these requests. As
a result, the connection (the so-called Three-
way Handshake) cannot be completed. At
some point, an excessive number of incom-
plete connections exhausts the server's capac-
ity and makes it unavailable.

@ mil.govua

CnpobyiTte:

ERR_TIMED_QUT

Hemae 3B's3Ky i3 caiTtom
Xoct www.mil.gov.ua 40Br0 He BIANOBILac.
* NepesipuTV HaABHICTb 3'€4HaHHA

* [EPEeBIpUTY NPOKCi-cepBep | DpaHamayep

& MPOBECTH AlarHOCTMKY Mepexda Windows

LeTani

DDoS attack on the website of the Ministry of Defense of Ukraine
Source: screenshot of the Ministry of Defense of Ukraine website.
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As a result of DDoS attacks, government
and news sites stop working, and the user
sees an error when trying to navigate to the
site (for example, 404 — page not found,
503 — service unavailable, no connection
to the site, etc.)

As part of the Russia-Ukraine war, pro-Rus-
sian hacker groups are launching DDoS at-
tacks against Ukrainian government web-
sites and online media to disrupt them and
make it harder for them to deliver truthful
information to the Ukrainian audience. This
is happening in parallel with waves of Rus-
sian disinformation.
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DDoS attack on the website of Ukrainska Pravda

Source:
screenshot of the Ukrainska Pravda website.

4.2. DYNAMICS OF DDOS ATTACKS IN UKRAINIAN CYBERSPACE

The State Cyber Protection Centre of the State
Service of Special Communications and In-
formation Protection of Ukraine (the latter
hereinafter referred to as the SSSCIP) reports
a rapid increase in DDoS attacks in Ukrainian
cyberspace by (pro)Russian hacker groups in

recent years. While in the first quarter of 2022
the number of DDoS attacks was less than 50,
in the second quarter this figure increased by
several times and amounted to more than 350
attacks; by the end of 2022 there were more
than 400 attacks in the fourth quarter.
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Interestingly, in 2023, there was a downward
trend in both the total number of cyberattacks
and DDoS attacks. From the first to the third

guarter of 2023, the number of DDoS attacks
in Ukrainian cyberspace decreased from 304

to 180.
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4.3. CASE STUDY: MEDIA AND INSTITUTIONS

AFFECTED BY DDOS ATTACKS

Since the beginning of the full-scale invasion,
a number of Ukrainian media and civil socie-
ty organizations have been subjected to DDoS
attacks: Ukrainska Pravda, dev.ua, Hromadske
Radio, Censor.NET, Detector Media, Institute of
Mass Information, Educational platform Pro-
metheus, etc.

The websites of government agencies were
also affected. The day before the full-scale in-
vasion, the websites of the Verkhovna Rada of
Ukraine, the Cabinet of Ministers of Ukraine,
the Ministry of Foreign Affairs of Ukraine, the
Security Service of Ukraine, the National Police
of Ukraine, etc. stopped opening for a certain
period of time. This trend continued during the
full-scale invasion.

Sometimes, in addition to complicating access
to websites, attackers also |eave politically mo-
tivated threats on the screen.

Dynamics

of activity

of pro-Russian
hacker groups
by attack type,
2023

Source:

State Cyber Protection
Centre of the State
Service of Special
Communications and
Information Protection
of Ukraine 2023 Q3.

A threat published by hackers on the website of the
Ministry of Foreign Affairs of Ukraine during a DDoS

attack.

Source: MFA screenshot.



https://imi.org.ua/news/up-zayavyla-pro-ddos-ataku-ale-sajt-vzhe-pratsyuye-i58722
https://ain.ua/2024/05/15/sajt-dev-ua-zaznav-ddos-ataky/
https://hromadske.radio/news/2024/05/14/hromadske-radio-prodovzhuie-vidbyvatysia-vid-potuzhnykh-ddos-atak
https://hromadske.radio/news/2024/05/14/hromadske-radio-prodovzhuie-vidbyvatysia-vid-potuzhnykh-ddos-atak
https://imi.org.ua/news/hakery-atakuvaly-sajt-tsenzor-net-shhonajmenshe-shist-godyn-i58432
https://imi.org.ua/news/rosijski-hakery-atakuvaly-sajt-detektora-media-i49301
https://imi.org.ua/news/sajt-imi-zaznav-ddos-ataky-i55175
https://imi.org.ua/news/sajt-imi-zaznav-ddos-ataky-i55175
https://www.facebook.com/prometheusmooc/posts/624107749747669
https://www.facebook.com/prometheusmooc/posts/624107749747669
https://www.bbc.com/ukrainian/news-60497679
https://lb.ua/society/2023/03/17/549163_narazi_vidbuvaietsya_kiberataka.html
https://lb.ua/society/2022/01/14/503059_hakeri_atakuvali_sayti_uryadu_diyu.html
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Usually, after DDoS attacks, websites go offline
for several hours, after which their functioning
can usually be restored.

At first glance, an inaccessible website for a few
hours is not a big deal, but with active hostili-

ties and massive shelling, it can be dangerous
because of the difficulty in accessing critical
information about the course of the Russian in-
vasion and personal safety recommendations.

4.4, RECOMMENDATIONS FOR MEDIA /

INSTITUTIONS AND USERS TO COUNTER DDOS ATTACKS

In the face of the constant threat of DDoS at-
tacks that temporarily disable information re-
sources, both media and ordinary users must
be well-prepared.

4.4.1 RECOMMENDATIONS FOR MEDIA /
INSTITUTIONS

= Constantly monitor your network traffic.
This way, you can spot unusual activity and
quickly identify and respond to potential at-
tacks.

= Use cloud-based DDoS protection. Many
cloud services offer built-in DDoS protection
solutions that can scale depending on the
attack and minimize its impact on resource
availability. Examples of such services include:
“Project Shield, “Cloudflare” and “Deflect”.

Also, make sure that your hosting provider
uses cloud services to protect against DDoS
attacks. You can check with them directly.

s Reduce the “attack surface” to reduce
the opportunities for attack. For example,
you can allow traffic only from certain loca-
tions based on geolocation. Then requests
from certain regions or IP addresses will be
blocked and not processed. This will help re-
duce the risk of DDoS attacks by limiting ac-
cess to only those regions where traffic is ac-
tually expected.

= Balance load and evenly distribute your
network traffic across multiple servers in
different locations. This way, in the event of
a sudden surge in traffic, multiple servers can
handle it, reducing the risk of overload.

= Use the site caching method. The cache
stores copies of the requested content. As a
result, fewer requests need to be processed
by origin servers. Using a content delivery
network (CDN) to cache resources can re-
duce the load on your organization’s servers
and make it harder for them to be overloaded
with both real and fake requests.

= Set a speed limit. This will limit the amount
of traffic from one device at a given time and
help prevent servers from being overload-
ed with a large number of requests at once,
which is a common tactic in DDoS attacks.

= Develop a DDoS response plan. It is im-
portant to have a detailed incident response
plan. Identify those responsible for taking ac-
tion, and develop clear instructions for action
during and after an attack.

= Regularly educate yourself and share best
practices for dealing with DDoS attacks.
Connect with national cybersecurity organ-
izations to share information about current
threats and vulnerabilities. For example, the
Government's Computer Emergency Re-
sponse Team of Ukraine (CERT-UA) constant-
ly monitors and informs about new threats in
Ukrainian cyberspace and accepts relevant
requests at https://cert.gov.ua/contact-us (see
Section 7.1 for more information on the activi-
ties of national cybersecurity structures).

= Participate in national cybersecurity pro-
grams. Join initiatives organized by govern-
ment agencies, such as trainings, seminars,
and simulations, to increase your cybersecu-
rity knowledge and skills. For example, the
State Service of Special Communications of-
fers various educational programs, profes-
sional certification opportunities, and new
technical solutions in the field of cybersecuri-
ty (see Section 7.1 for more information on the
activities of the State Service of Special Com-
munications and other national cybersecurity
agencies).

= Cooperation with responsible authorities.
Cooperate with law enforcement to investi-
gate and prosecute DDoS attackers. Collect all
available information about the DDoS attack
and contact the cyber police: https://ticket.cy-
berpolice.gov.ua/ and the Government Com-
puter Emergency Response Team of Ukraine
(CERT-UA): https://cert.gov.ua/contact-us.



https://projectshield.withgoogle.com/landing
http://cloudflare.com/
https://deflect.ca/ua/
https://www.cloudflare.com/learning/ddos/how-to-prevent-ddos-attacks/
https://cert.gov.ua/contact-us
https://ticket.cyberpolice.gov.ua/
https://ticket.cyberpolice.gov.ua/
https://cert.gov.ua/contact-us

= Use new technological solutions and gov-
ernment resources. Take advantage of avail-
able government resources and services to
improve the security of your networks and
systems. For example, in June 2024, the State
Special Communications Service of Ukraine
presented new technical solutions to protect
government agencies from DDoS attacks.

= Inform your audience. Inform your audience
about the fact of a DDoS attack on your re-
source and alternative information consump-
tion platforms.

4.4.2. RECOMMENDATIONS FOR USERS

= Use a variety of platforms to receive in-
formation. If a media outlet’s main website is
down, check to see if it has active social me-
dia accounts or other platforms where it can
continue to publish news. Many media outlets
have backup channels on platforms such as
Facebook, Instagram, X, etc. where they can
quickly publish important news even in the
event of technical problems with the main site
and a DDosS attack.

m Choose several reliable sources of infor-
mation. It's always a good idea to have a few
trusted and reliable news sources that you
trust. This applies to both traditional media
and online resources. This way, if one of the re-
sources becomes unavailable due to a DDoS
attack or other reasons, you can turn to other
sources and get up-to-date information.

m Follow updates directly from official bodies.
In case of significant events or crises, the gov-
ernment and other official institutions often
publish updates through their official chan-
nels or press releases. Checking these sources
can help you get important information dur-
ing a crisis.

m Do not click on suspicious links. Do not click
on suspicious links, especially if they come
from unknown sources or emails. This may
be a way to get you involved in DDoS attacks
without your knowledge.
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https://www.kmu.gov.ua/news/derzhspetszviazku-prezentuvala-novi-tekhnichni-rishennia-dlia-zakhystu-derzhustanov-vid-ddos-atak
https://imi.org.ua/news/bilyj-spysok-11-media-shho-staly-najyakisnishymy-i60964
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S. JAMMING SATELLITE
SIGNALS OF UKRAINIAN

TV CHANNELS

5.1. MODUS OPERANDI OF SATELLITE SIGNAL JAMMING

1. Identification of target TV channels and
satellites that broadcast them. The attackers
identify specific satellites, such as Astra4A and
Hotbird13E, that transmit signals for targeted
Ukrainian TV channels.

2. Selection of the necessary equipment.
Attackers use special equipment capable of
sending more powerful signals at the same
frequencies as the target satellites. This equip-
ment can be stationary or mobile.

3. Broadcasting strong signals/interference.
The equipment sends noise or another type of
signals/interference to the satellite frequencies
used by Ukrainian channels. This interference
is so strong that it disrupts the original signal
from the satellite and makes it difficult to trans-
mit and receive.

4. Monitoring and adjustment. Attackers
monitor the effectiveness of jamming and ad-
just the strength and type of the interference
to prolong the destructive effect and counter
any attempts by the satellite operator to cir-
cumvent the jamming.

5. Additional actions to broadcast propa-
ganda. In some cases, attackers not only jam
original signals but also replace them with their
own content, spreading (pro)Russian disinfor-
mation or propaganda narratives.

Each of these steps involves the use of sophisti-
cated technologies and requires significant re-
sources. However, some states (such as Russia)
are using them as a tool of cyberwarfare.

5.2. CASE STUDY: UKRAINIAN CHANNELS ON ASTRA4A AND HOTBIRDI3E

Since the beginning of March 2024, Russia has
intensified the process of jamming the satellite
signals of Ukrainian TV channels broadcast via
Astra4A and Hotbird13E satellites. These satel-
lites belong to European telecommunications
operators SES and Eutelsat.

In March, the satellite broadcasting operator
SES Astra sent a letter to TV channels about
the facts of deliberate interference with sat-
ellite broadcasts during the month, including
jamming TV signals using another powerful
source.

SES, a global holding company with a network
of more than 70 satellites, takes appropriate
measures to geolocate and document sources
of interference in order to counteract them.

There is reason to believe that the jamming of
satellite communications may be caused by
stationary or mobile satellite communications

stations located on enemy territory. The mon-
itoring services of European satellite operators
believe that this is a location in the Moscow re-
gion.

For example, on March 13, an attempt to jam
the signal of the Suspilne satellite TV chan-
nels broadcast via the Astra satellite, such as
Pershyi, Suspilne Kultura, Suspilne Krym, Sus-
pilne Novyny, Suspilne Sport, and several radio
stations, was identified. The Suspline reported
that the signal was jammed from the Vedme-
zhi Ozera space communications center in the
Moscow region. The channels were jammed
for an hour, which led to a temporary loss of
radio and television signals. Broadcasting was
later restored.

A month later, on April 17, the broadcasting of
39 TV channels on the Astra 4A 11766 H tran-
sponder was suspended due to Russia’s at-
tempts to jam Ukraine's satellite broadcasting.


https://forbes.ua/news/rosiya-atakuvala-suputnikove-movlennya-ukraini-translyatsiya-kilkokh-desyatkiv-kanaliv-prizupinena-17042024-20616
https://forbes.ua/news/rosiya-atakuvala-suputnikove-movlennya-ukraini-translyatsiya-kilkokh-desyatkiv-kanaliv-prizupinena-17042024-20616
https://espreso.tv/espresotv-suputnikovi-translyatsii-espreso-atakuyut-v-chomu-prichina
https://espreso.tv/espresotv-suputnikovi-translyatsii-espreso-atakuyut-v-chomu-prichina
https://espreso.tv/espresotv-suputnikovi-translyatsii-espreso-atakuyut-v-chomu-prichina
https://corp.suspilne.media/newsdetails/9400
https://detector.media/rinok/article/225578/2024-04-17-cherez-ataku-voroga-pryzupynena-translyatsiya-kanaliv-11-ta-inshykh-na-suputnyku-astra/

These restrictions affected, in particular, such
channels as 1+1 Ukraine, 1+1 Marathon, 2+2, TET,

Channel 24, Kvartal TV, Plus Plus, X Sport, ATR,
and others.

https /iwww lyngsat com/muxesfAstra-4A_Europe-BSS_11766-H html

Selected Ukrainian
channels broadcast

on Astra 4A 11766 H

¥ Audio .
Channel Name Video VPID | APID |Lang. (-~ |Encryption Package transponder.
m_‘lﬂ Marafon MPEG-4 | 1001)1002|ukr |aAcC
MAPASOH 50
m 1+1 Ukraina MPEG-4 |1011]|101z|ukr [aac
VKPAIHA =D
—'_-_-—
XVARTAL MPEG-4 108z|uke laac | . |.. .
Kvartal TV pee 1081 1083 Rus lanc [Verimatrix Viasat Ukraina
(T]e]T]hian ;‘gEG'A 1101|1102 |uke |AAC
som0e | plys Plus UPEG4 |1121] 1122|ukr  |aAc
W Bigudi ;"DPEG"‘ 1141| 1142|uke  |aac
—"-.-.-
ATAL : 5
KVA Kvartal TV International MPEC-S | qaza] 1172 | ARG oo o srin [Vissat Ukraina
fvapd: v TReingiona. sD 1173|Rus  |AAC ~asat Jkrana s .
ource:
Detector Media.

There are cases when attackers not only jam
the satellite signal of the channels, but also
start broadcasting their own content with pro-
paganda narratives of the aggressor state.

For example, on May 9, several Ukrainian TV
channels suffered hacker attacks, allegedly

carried out by Russian groups to jam the sat-
ellite signal on the Astra satellite. Among the
affected media outlets were the channels of
StarLight Media and Inter media groups, the
Suspline Movlennia, Dim and Apostrophe TV
channels. Several Ukrainian channels broad-
cast the parade on Red Square in Moscow.

Broadcast of the
May 9 parade in
Moscow on one
of the Ukrainian
TV channels after
the attack by
perpetrators.

Source:
Detector Media.
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https://detector.media/rinok/article/226609/2024-05-09-rosiyski-khakery-atakuvaly-suputnykovyy-sygnal-nyzky-ukrainskykh-kanaliv-translyatsiyu-vdalosya-vidnovyty/
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5.3. RECOMMENDATIONS FOR MEDIA
AND USERS TO COUNTERACT CHANNEL JAMMING

5.3.1. RECOMMENDATIONS FOR MEDIA

= Constantly monitor and respond to jam-
ming incidents. Designate a responsible per-
son to monitor the status of signals in real time
and to respond quickly to any outages. If you
detect signs of jamming, contact the Govern-
ment Computer Emergency Response Team
of Ukraine (CERT-UA): https://cert.gov.ua/con-
tact-us.

= Contact your satellite operator. In case of
problems with media broadcasting, you should
immediately contact your satellite operator,
such as SES and Eutelsat, to find out the cause
of the broadcast interruption and discuss ways
to resolve the problem. You should also consult
with the operator potential measures to pre-
vent similar incidents in the future.

= Develop an action plan in case of channel
jamming. It is important to have a backup plan
in case the TV is your main broadcast channel
and is jammed. The plan may include the use
of alternative satellites, as well as switching to
internet or digital broadcasting.

= Diversify your broadcast platforms. Diversi-
fy your broadcasting platforms to minimize de-
pendence on a single distribution channel. You
can use the aforementioned online platforms,
digital broadcasting, etc.

= Cooperate with law enforcement. Work with
law enforcement to investigate and prosecute
jamming attackers. Contact the cyber police:
https://ticket.cyberpolice.gov.ua/.

5.3.2. RECOMMENDATIONS FOR USERS

To minimize the impact of jamming satellite
signals for Ukrainian TV channels on informa-
tion consumption, users can adhere to the fol-
lowing recommendations:

= Get information from various broadcast
sources. This can include digital television (T2),
cable/IPTV, and online platforms such as OTT
(over-the-top) services, official TV channels
websites, and their YouTube channels.

= Follow the broadcasters’ pages on social
media and other official communication
channels. The official pages of TV channels are
updated in real time and provide up-to-date in-
formation on the state of broadcasting and al-
ternative sources of information in case of jam-
ming.

= Observe information hygiene. Be critical of
the information you receive, especially during
times of information attacks. Check the news
in several reliable sources before sharing them.


https://cert.gov.ua/contact-us
https://cert.gov.ua/contact-us
https://ticket.cyberpolice.gov.ua/
https://imi.org.ua/news/bilyj-spysok-11-media-shho-staly-najyakisnishymy-i60964

6. PHISHING AS A FORM OF
DISINFORMATION IN THE
UKRAINIAN DIGITAL SPACE

PHISHING IS A FORM OF CYBERATTACK USING SOCIAL ENGINEERING, IN WHICH AN ATTACKER
DISGUISES HIMSELF AS A TRUSTWORTHY ENTITY AND LURES CONFIDENTIAL INFORMATION
BY FORCING THE VICTIM TO PERFORM A CERTAIN ACTION (INSTALL SOMETHING, WRITE

SOMETHING, PROVIDE THEIR DATA, ETC.).

6.1. MODUS OPERANDI OF PHISHING

The general phishing scheme |ooks like this:

Attacker sends an

email to the victin

How
phishing
works

v

B o
o
Attacker

LS

Phishing Website

Victim

the phishing website

Source:
«Cloudflare».

First, the attacker sends a message to the vic-
tim, encouraging them to click on a malicious
link. This link leads to a phishing site. The phish-
ing site imitates a real website of a recogniz-
able institution or service and requests confi-
dential information: passwords, bank account
information, etc. After entering and confirming
the submission of confidential information, this
data becomes available to the attacker, who
uses it to log in to the real website of the in-
stitution or service — a bank (to steal money);
social media platforms (to gain unauthorized
access to the victim's account and ask friends
for financial assistance), etc.

Phishing contains all the classic elements of
disinformation, because it is :

m false;
m harmful;
m deliberately spread.

The most common phishing attacks can be
divided into three categories:

m authentication data theft (the most wide-
spread category);
m distribution of malicious attachments (mal-
ware);
m extortion scam (a demand to take certain ac-
tions under a threat).
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https://www.cloudflare.com/learning/access-management/phishing-attack/
https://scpc.gov.ua/api/files/3d552013-d5f6-4c75-9ea3-9e77b429d7a7
https://www.eset.com/ua/support/information/entsiklopediya-ugroz/fishing/
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In addition to the traditional methods of phish-
ing attacks (sending malicious emails or mes-
sages to the victim), a new form of fraud has
recently been gaining momentum — the dis-
semination of phishing links through targeted
social media advertising. This is stated in a joint
study by the Center for Strategic Communica-
tions and Information Security and the Center
for Democracy and Rule of Law.

The scheme works as follows: first, scammers
create a large-scale network of similar social
media accounts (bots) using the same tem-
plate. For example, at some point in time, nu-
merous accounts were actively created under
names that often consisted of a word, three or
four letters, and a number. Examples include
the botnets, such as “Radiant gqte” or “Charm-
ing grt5”. The attackers then used these fake
pages (as well as hacked accounts of real users)
to distribute phishing links to social media us-
ers through targeted ads.

The advertisements run by the attackers usu-
ally refer to alleged social payments from the
Ukrainian government, Diia, and even the UN,
NATO, Red Cross, etc. In order to receive the myth-
ical payment, the victim is asked to go to a fraud-
ulent website that imitates a government portal,
another official resource, or a website created
for the purpose of payment. The victim is then
taken to a page that mimics a bank login, where
they are asked to either enter the full details of
the card to which the payment is supposed to be
credited, or their phone number, password, and
PIN (interfaces vary). The victim enters their data,
confirms it, and then the fraudsters gain access
to their card and withdraw funds.

The main reason for the success of phishing is
the lack of digital literacy of the victim or their
vulnerable psycho-emotional state caused by
various circumstances: from the overload with
current affairs to the consequences of shellings
by Russia.

6.2 DYNAMICS OF PHISHING ATTACKS IN UKRAINIAN CYBERSPACE

Although Ukrainian cyberspace has long been
plagued by phishing, the number of phishing
attacks has increased significantly since the
full-scale Russian invasion.

In the second half of 2023, the State Cyber

Protection Centre noted a significant increase
in phishing attacks by email threat category:
from 955 recorded attacks in the third quarter
of 2023 to 1731 attacks in the fourth quarter of
2024.

Theft of
authentication data

Distribution of
of a malicious attachment

Extortion

B Q42023

B Q32023

o

200

Breakdown of
the number

of processed
phishing attacks
by email threat
category,

2023

Source:

State Cyber
Protection Centre
of the State
Service of Special
Communications
and Information
Protection of
Ukraine 2023 Q4.

400 600



https://cedem.org.ua/wp-content/uploads/2024/05/informaczijni-ataky-v-soczialnyh-merezhah.-doslidzhennya-vplyvu-rosijskoyi-dezinformacziyi-cherez-reklamu-v-facebook.pdf
https://cedem.org.ua/wp-content/uploads/2024/05/informaczijni-ataky-v-soczialnyh-merezhah.-doslidzhennya-vplyvu-rosijskoyi-dezinformacziyi-cherez-reklamu-v-facebook.pdf
https://cedem.org.ua/wp-content/uploads/2024/05/informaczijni-ataky-v-soczialnyh-merezhah.-doslidzhennya-vplyvu-rosijskoyi-dezinformacziyi-cherez-reklamu-v-facebook.pdf
https://cedem.org.ua/wp-content/uploads/2024/05/informaczijni-ataky-v-soczialnyh-merezhah.-doslidzhennya-vplyvu-rosijskoyi-dezinformacziyi-cherez-reklamu-v-facebook.pdf
https://cedem.org.ua/wp-content/uploads/2024/05/informaczijni-ataky-v-soczialnyh-merezhah.-doslidzhennya-vplyvu-rosijskoyi-dezinformacziyi-cherez-reklamu-v-facebook.pdf
https://cyberforumkyiv.org/A_Decade_in_the_Trenches_of_Cyberwarfare.pdf
https://scpc.gov.ua/api/files/3d552013-d5f6-4c75-9ea3-9e77b429d7a7

Increased activity of attackers is observed in
social media platforms. The Center for Democ-
racy and Rule of Law, as a trusted partner of
Meta, monitors problems in the Ukrainian seg-
ment of social media platforms, such as Face-

book and Instagram. Since the beginning of
the full-scale invasion, experts have filed more
than 1,300 requests to Meta’s support service,
more than half of which were related to fraud
and phishing.
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Source:
CEDEM.

«Meta» responds to such requests quite quick-
ly: on average, within a day. 99% of the Center
for Democracy and Rule of Law's requests were

approved. As a result, a number of phishing ads
were removed, and the accounts that distribut-
ed them were blocked.

6.3. CASE STUDIES: THE MOST COMMON TYPES

OF PHISHING SCHEMES IN UKRAINE

Attackers use a number of schemes to carry
out phishing attacks. Below, we will review the
mMost common ones.

6.3.1 RECEIVING FINANCIAL ASSISTANCE

The government’'s Computer Emergency Re-
sponse Team of Ukraine (CERT-UA) has ob-
served an increase in fraudulent pages on so-
cial media (especially Facebook). They often
spread advertisements regarding monetary
compensation, the eDopomoga platform, and
financial assistance from various organizations

and partners such as the UN, EU, Red Cross So-
ciety, etc.

The ads offer users to click on a link that leads
to a phishing page where they can allegedly re-
ceive a payment. To do so, they have to provide
personal information and make an additional
payment (e.g. in the amount of O UAH) to con-
firm their card details. As a result, fraudsters
obtain payment card details.

Below are examples of phishing for financial
assistance on Facebook:
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https://cert.gov.ua/article/1545776
https://cedem.org.ua/library/meta-blokuvannya/
https://cedem.org.ua/library/meta-blokuvannya/
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There is reason to believe that some schemes
(like this one) have a «Russian trace».




6.3.2. RECOMMENDATIONS FOR USERS

= Apply for financial aid only through offi-
cial websites. Use the official website of the
eDopomoga platform: https://aid.edopomo-
ga.gov.ua/. Currently, the first stage of appli-
cation for financial aid from international or-
ganizations is over. If there is an opportunity
to receive aid again in the future, please use
the aforementioned official website only.

= Follow the instructions of official institu-
tions regarding safe payments. Read the
answers of the Ministry of Social Policy of
Ukraine to the most frequently asked ques-
tions about payments from international or-
ganizations. Abide by the basic payment se-
curity tips from the National Bank of Ukraine
and remember the basic rules of cvber hy-

dlene.

= Do not enter personal data on unverified
websites. Never enter your payment card
details on unverified and questionable web-
sites. Do not enter your PIN under any cir-
cumstances!

= Monitor your transactions so you can re-
spond quickly if your data is stolen. For
example, you can activate SMS notifications
about transactions and set transaction limits.

= Block the compromised card. If you acci-

dentally enter your card details on a fraud-
ulent website, immediately block the card
through your bank’s mobile application, by
calling the hotline (the number is usually on
the back of the card) or through online bank-

ing.

Alternatively, temporarily restrict online pay-
ments and disable the payments without
confirmation to prevent unauthorized trans-
actions.

= Set a limit for buying online. This will pre-
vent significant losses if card data is compro-
mised.

= Contact law enforcement agencies. Re-
port the fraud to the cyber police: https://tick-
et.cyberpolice.gov.ua/.

6.3.3 SUSPICIOUS ACCESS TO YOUR MAIL-
BOX

Fraudsters distribute phishing emails with
the subject line «Suspicious entry into your
mailbox». Sometimes they use the names
and symbols of government agencies, such
as CERT-UA or the State Cyber Protection
Centre. Such emails contain a link to a phish-
ing site requesting a password change. If
you click on the link and enter your login and
password, the attacker will receive this au-
thentication data.

AetansHa inthopmayin:
Im's
Yac: 10 cepnua 2023 p., 17:13:47
IP; 208.52.180.8

MicuesnaxogmenHn: Decatur, GA, USA

e xToct iHwmii?

Byab nacka 3MiHUTW Napons, wob NiaBMLMTY piseHs Ge3nexy BALOro akayHTa.

3 nosarow,
CERT-UA

OepwasHui yeHTp kibepaaxucty
Oepwaexa cnywba cneyiansHoro 38'a3Ky Ta 3axMcTy IHdhopmai YkpaiHm
04119, Yxpalina, M. Kuie, syn. KOpia lnnexka, 836

From Incidents CERT-UA <hr.damroodi@beroozresaan.com> O a thgd/ina _— shas o ® A=
To govua &
Subject [CERT-UA#5086] Nigo3pinui BXig y Bally NOWTOBY CKPHHBKY y
\1
a1
[
_ o
LaHoBHMA KOpHCTYBaYy!
XTOCL HAMAaraecs yBiiTH y Ballly CKPUHBKY

1.gov.ua 3 BalLKUM Naponem. 7 -]

YpRAOBA KOMaHAa pearysaHHA Ha KoMNn'ioTepHl Han3ewuaiHi nogll Ykpainw CERT-UA

Source: CERT-UA.
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https://cert.gov.ua/article/1545776
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https://ticket.cyberpolice.gov.ua/
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https://cert.gov.ua/article/5455833
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6.3.4. RECOMMENDATIONS FOR USERS

= Check the source. Before clicking on any
links, carefully check the sender’'s email ad-
dress to make sure it matches the official do-
main of the claimed organization. Fraudulent
emails often have similar, but slightly altered,
email addresses.

= Do not click on links. Avoid clicking on any
links in the email. If the email insists on chang-
ing your password or verifying your account,
go to the official website of the service where
you need to change your password, but do not
use the link in the email.

= Use services to check links. If you still need
to click on a link in an email, you can start by
using tools like VirusTotal.com. This online tool
allows you to check links for malicious content
so that you can avoid visiting phishing and oth-
er dangerous sites.

At the same time, it's worth emphasizing that
even if services like VirusTotal show that a link
is safe, it doesn't necessarily mean that it is re-
ally safe. The databases of these services do not
always keep data on new threats appropriately
updated. That is why it is important to pay at-
tention to other signs of phishing.

= Check for signs of phishing. Look out for
common phishing indicators, such as gram-
matical and spelling errors, the use of urgent
calls for action (e.g., «<Help urgently!!l»), generic
greetings (e.g., «<Dear user!») instead of your real
name, etc.

= Follow the tips for safe behavior on the In-
ternet. Check out the tips on the «StopFraud»
resource from the National Bank of Ukraine.
This site contains important information on
preventing financial fraud and phishing.

= Use two-factor authentication. Enable
two-factor authentication for all of your ac-
counts where possible. This way, even if your
password gets compromised, an attacker will
need access to your second authentication fac-
tor to log in to your account.

= Report the phishing attempt. Send the sus-
picious email to the official support email of
your email service. Also contact the cyber po-
lice: https://ticket.cyberpolice.gov.ua/

= Learn more about the specifics of phishing.
Familiarize yourself with the tactics used by at-
tackers. You can often find helpful information
and tips on your email provider's security page,
government cybersecurity welbsites, and more.

6.3.5. VOTING IN MESSENGERS

Recently, the number of phishing attacks
aimed at gaining access to accounts of popular
messengers such as Telegram and WhatsApp
has been increasing.

Through SMS and Telegram / WhatsApp mes-
sengers, fraudsters distribute messages ask-
ing people to follow a link, log in, and vote for
something / someone. By subsequently scan-
ning a QR code or entering a phone number
and a one-time code, a third-party device is
added to the victim’s account, and the account
becomes compromised.

Once an account is compromised, attackers
use it to spread malicious messages among
the victim's contacts, including by creating
Nnew groups in messengers.

Hacked accounts can be used for various
fraudulent monetization schemes. Attackers
can send out requests to borrow money, re-
quests to follow a link and vote for something /
someone among all the victim's contacts (thus
hacking even more accounts), etc.

6.3.6. RECOMMENDATIONS FOR USERS

= Do notlog in to websites using messengers.
Never log in to any websites through Telegram,
Viber, WhatsApp (or other managers) using a
code from Telegram, Viber, WhatsApp, or a QR
code. Attackers can use these techniques to
steal your credentials and gain unauthorized
access to your accounts.

= Do not click on external links. Avoid click-
ing on links in messages, even if you receive
them from people you know. Attackers may
use compromised accounts of your friends/rel-
atives to distribute phishing links.

= Use services to check links. If you still need
to click on a link in an email, use a service like
VirusTotal.com before doing so. This online tool
allows you to check links for malicious content
to prevent you from visiting phishing and other
dangerous sites.

At the same time, it's worth emphasizing that
even if services like VirusTotal show that a link
is safe, it does not necessarily mean that it is
really safe. The databases of these services do
not always keep data on new threats promptly
updated. That is why it is important to pay at-
tention to other signs of phishing.

= Call your friend or relative and ask them if
they really sent you the dubious message. If
you receive a suspicious link from a friend or


http://VirusTotal.com
https://promo.bank.gov.ua/stopfraud/
https://ticket.cyberpolice.gov.ua/
https://cert.gov.ua/articles
https://cert.gov.ua/article/6279491
http://VirusTotal.com
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relative, you can verify the authenticity of the
message by contacting them through alterna-
tive coommunication channels. Call your friend /
relative or use a video call to confirm the mes-
sage's authenticity. This will help you avoid po-
tential threats and quickly and efficiently verify
if they really sent you the link.

= If necessary, delete your account and
re-register it. If unauthorized access to your
account lasts for more than 24 hours, the at-
tacker may terminate your messenger session
and you will lose access to it. In this case, one
of the options to get your account back is to
delete and re-register it.

= Inform the owner of the compromised ac-
count. If you receive a suspicious message, im-
mediately notify the account owner via anoth-
er communication channel.

Source: CERT-UA.

= Set up two-factor authentication wherever
possible. Always set up two-factor authenti-
cation for an extra layer of security for your ac-
count.

= Check active sessions in the messenger
settings. If necessary, review active sessions in
the messenger settings to identify unknown
devices or sessions. If you find unfamiliar de-
vices/sessions, immediately terminate such
sessions in the messenger settings.

6.3.7. VIOLATION OF THE META COMMUNITY
RULES

Through Instagram, Facebook Messenger,
Business Manager, brand accounts, or email,
attackers notify the victim in private messag-
es about alleged «community rules violations.»
Sometimes, in addition to private messages,
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fraudsters massively tag various accounts and
pages and «warn» that they will be deactivat-
ed within 24/48 hours for «breaking the rules»
or suspicious activity. To avoid blocking, the at-
tackers encourage users to click on a link and
«appeal» this decision.

The link leads to a phishing site that says that
to «appeal» the issue, the user must first log in
to the profile and then be redirected to a page
similar to the Facebook or Instagram login
page. There, they need to enter their account
login and password. This is how fraudsters gain
access to the account.

If a page or brand administrator clicks on the
link, fraudsters can gain access not only to the
administrator’s personal account, but also to
the page they manage.

6.3.8. RECOMMENDATIONS FOR USERS

= Please familiarize yourself with the pos-
sible ways of receiving notifications from
Meta. Remember that Meta never uses reposts
or tags to notify about complaints, reports,
blocks, or anything else. Meta systems may
provide such information in a pop-up window,
notifications, or an email (but be careful, as at-
tackers may send phishing emails disguised as
Meta).

= Pay attention to the common signs of
phishing. Common signs of phishing are: an
impersonal greeting at the beginning of the
email (Meta always uses the name specified in
the account); grammatical and spelling errors;
the sender’s email does not match the email
used by Meta employees (such as @facebook-
mail.com, @metamail.com), etc.

= Learn how to verify messages you receive
from Meta. You can verify messages from Meta
by following these steps: “Settings & Privacy”
» “Settings” » “Help & Support” or “Security &
Authorization” » “Messages from Support” (for
Facebook).

= Set up two-factor authentication wherev-
er possible (including Facebook and Insta-
gram). Always set up two-factor authentication
for an extra layer of security for your account.

m Check active sessions in the security settings.
If necessary, review active sessions in the se-
curity settings to identify unknown devices or
sessions. If you find any unfamiliar devices/ses-
sions, disconnect them immediately.

= Set up notifications about suspicious logins
to your account. If someone logs into your ac-
count from an unknown device, you will know
immediately.

O\ Meta

Report Infringgement 83668

An example of a fake page of the alleged «Meta»
customer support service that distributes phishing links

Source: CEDEM screenshot.
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7. DEFENSE IN THE DIGITAL SPACE:
HOW UKRAINE COUNTERACTS

CYBERATTACKS

AND DISINFORMATION

Ukraine ranks 10th in the national cybersecuri-
ty index in a global ranking that measures the
readiness of countries to prevent cyber threats
and respond to cyber incidents.

This was made possible, in part, by the Ukraini-
an legal framework that comprehensively regu-
lates the main issues of developing national cy-
bersecurity policies (see Section 1.2). In addition,
the institutional structure for implementing
these policies is quite extensive.

Article 5 of the Law of Ukraine “On the Ba-
sic Principles of Ensuring Cybersecurity of
Ukraine” defines the following subjects of
cybersecurity:

= The President of Ukraine, through the Na-
tional Security and Defense Council of Ukraine
(NSDC), coordinates activities in the field of cy-
bersecurity as an integral part of Ukraine's na-
tional security.

Thus, according to the NSDC decision of May 14,
2021 “On the Cybersecurity Strategy of Ukraine”,
the President of Ukraine approved the Cyber-
security Strategy of Ukraine. This cornerstone
document defines the priorities of national in-
terests in the field of cybersecurity, existing and
potential cyber threats, goals and objectives of
ensuring cybersecurity of Ukraine in order to
create conditions for the safe functioning of cy-
berspace, its use in the interests of an individual,
society and the state.

= The National Coordination Center for Cyber-
security as a working body of the NSDC (here-
inafter referred to as the NCCC) coordinates and
controls the activities of the security and de-
fense sector entities that ensure cybersecurity,

7.1. THE ROLE OF STATE INSTITUTIONS
IN IMPLEMENTING CYBERSECURITY POLICIES IN UKRAINE

submits proposals to the President of Ukraine
on the formation and development of the Cy-
bersecurity Strategy of Ukraine.

In June 2024, the NCCC, together with the Minis-
try of Digital Transformation of Ukraine and the
State Special Communications Service, present-
ed CyberTracker, a tool for automatic monitor-
ing of the implementation of the Cybersecurity
Strategy of Ukraine. It automates the monitor-
ing process, improves the implementation and
identification of weaknesses and strengths.

In addition, to increase digital literacy in Ukraine,
the NCCC facilitated the organization of more
than 100 trainings, seminars, and competi-
tions for more than 5,000 technical specialists
and cybersecurity managers from government
agencies, critical infrastructure facilities, and pri-
vate companies.

= The Cabinet of Ministers of Ukraine is respon-
sible for developing and implementing state
policy in cybersecurity, counteractng cyber-
crime, protecting human rights and freedoms,
and Ukraine’s national interests in cyberspace.
It also organizes and ensures the operation of
the national cybersecurity system, sets require-
ments, and controls the information security
audit system at critical infrastructure facilities.

An example of the activities of the Cabinet of
Ministers of Ukraine in this area is the Order of
December 19, 2023, No. 1163-r “On Approval of
the Action Plan for 2023-2024 for the Implemen-
tation of the Cybersecurity Strategy of Ukraine”.
The plan defines precise tasks for ministries and
other executive authorities to implement the
strategy, establishes a process for monitoring
and reporting progress, etc.


https://ncsi.ega.ee/country/ua/
https://zakon.rada.gov.ua/laws/show/2163-19/conv%23n62
https://zakon.rada.gov.ua/laws/show/447/2021%23n11
https://zakon.rada.gov.ua/laws/show/447/2021%23n11
https://zakon.rada.gov.ua/laws/show/447/2021%23n7
https://zakon.rada.gov.ua/laws/show/447/2021%23n7
https://www.facebook.com/ncsccUA/posts/pfbid0go6r1ZgFzq6qmBXEG7AXN2DLQbtT2KjuAjcXQWJnDuhzZovWYT5JdBy3BokDCHaSl
https://www.kmu.gov.ua/npas/pro-zatverdzhennia-planu-zakhodiv-na-20232024-roky-z-realizatsii-stratehii-kiberbezpeky-ukrainy-i191223-1163

The Cabinet of Ministers of Ukraine also adopt-
ed Resolution No. 497 dated May 16, 2023 “On
Approval of the Procedure for Searching and
Identifying Potential Vulnerabilities of Informa-
tion (Automated), Electronic Communication,
Information and Communication Systems,
Electronic Communication Networks". The Pro-
cedure allows cyber specialists to legally test
networks for vulnerabilities for a bounty and, if
found, eliminate them to improve the cyberse-
curity of their systems. This approach is com-
mon in many other countries under the name

Bug Bounty.

The Ministry of Digital Transformation of
Ukraine is actively working to improve Ukraine's
cyber resilience. For example, in March 2023, the
program ‘“re/start in cyber” program, a three-
month free training on the theoretical and prac-
tical basics of cybersecurity for Ukrainians who
want to realize themselves in the field of cyber-
security. In July 2024, the Ministry launched the
Business Cyber Diagnostics Program to help
500 Ukrainian companies check their business-
es for cyberattack vulnerability for free and take
measures to strengthen cyber defense. The to-
tal budget of the program is $1.5 million.

= Entities that directly carry out cybersecuri-
ty measures within their competence: min-
istries and other central executive authorities;
local state administrations; local self-govern-
ment bodies; law enforcement, intelligence
and counterintelligence agencies, subjects
of operational and investigative activities; the
Armed Forces of Ukraine; the National Bank of
Ukraine; enterprises, institutions and organiza-
tions classified as critical infrastructure facil-
ities; business entities, citizens of Ukraine and
associations of citizens, etc.

The main entities that directly implement cy-
bersecurity measures within their competence
include the following:

= The State Service for Special Communica-
tions and Information Protection of Ukraine
(SSSCIP):

® ensures the formation and implementa-
tion of the state policy on the protection of
state information resources in cyberspace,
active counteraction to aggression in cy-
berspace;

m coordinates the activities of other cyber-
security entities in terms of cyber defense;

m ensures the creation and operation of the
National Telecommunications Network,
implementation of the organizational and

technical model of cyber defense;

= takes measures to prevent, detect, and re-
spond to cyber incidents and cyberattacks;

= informs about cyber threats and appropri-
ate methods of protection against them;

= implements information security audits at
critical infrastructure facilities, sets require-
ments for auditors, and conducts their cer-
tification;

= coordinates, organizes, and conducts vul-
nerability audits of communication and
technological systems of critical infrastruc-
ture facilities;

m ensures the functioning of the State Cy-
ber Protection Centre and the Center for
Active Counteraction to Aggression in Cy-
berspace, as well as the Governmental
Computer Emergency Response Team of
Ukraine (CERT-UA).

= Examples of activities of the State Spe-
cial Communications Service of Ukraine to
strengthen cyber resilience:

= Cybersecurity education programs for civ-
il servants. In May and June 2024, experts
from the State Special Communications
Service of Ukraine conducted cybersecuri-
ty training for about 200 employees of the
Ministry of Defense of Ukraine, the Secre-
tariat of the Cabinet of Ministers of Ukraine,
the Supreme Court and the State Labor
Service of Ukraine. The participants learned
about the main signs of cyberattacks and
how to recognize, prevent, and neutralize
their consequences.

= Qualification Center for Information Tech-
nology and Cybersecurity. In June 2024,
the State Special Communications Service
of Ukraine opened the first Qualification
Center for Information Technology and
Cybersecurity, which aims to introduce a
modern system of professional certifica-
tion of cybersecurity specialists based on
the best international practices. Currently,
cyber specialists can get formal recogni-
tion of their skills and competencies in two
new areas:. Information Systems Security
Developer and Network and System Secu-
rity Administrator. In the future, the accred-
itation list will expand to include nine more
qualifications.

= New technical solutions to protect gov-
ernment agencies from DDoS attacks.
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https://cip.gov.ua/ua/news/ssscip-presents-new-technical-solutions-to-protect-ukrainian-institutions-from-ddos-attacks

Employees of the State Special Communi-
cations Service of Ukraine demonstrated
modern capabilities for traffic analysis, ef-
fective monitoring, detection, and blocking
of various types of cyber threats using soft-
ware products and service support from
Radware and Akamai Technologies.

m Regular reports on the operation of the
system for detecting vulnerabilities and
responding to cyber incidents and cyber-
attacks. These reports contain the results
of round-the-clock software monitoring,
study, and transmission of telemetric in-
formation on cyber incidents and cyberat-
tacks that occur at cybersecurity assets in

= The State Cyber Protection Centre ensures
the creation and functioning of the main
components:

Ukraine.

= The government’'s Computer Emergency
Response Team of Ukraine (CERT-UA) per-

= systems of secure access to the Internet forms the following tasks:

for government agencies;

= anti-virus protection systems for national
information resources;

= audit of information security and cyber
defense of critical information infrastruc-
ture facilities;

= systems for detecting vulnerabilities and
responding to cyber incidents and cyberat-
tacks on cybersecurity assets;

= systems of interaction between comput-
er emergency response teams, as well as in
cooperation with other cybersecurity enti-
ties.

In addition, he develops scenarios for re-
sponding to cyber threats, measures to
counter such threats, and programs and
methods for conducting cyber exercises.

= accumulating and analyzing data on cy-
ber incidents, maintaining a state register
of cyber incidents;

= providing owners of cybersecurity assets
with practical assistance in preventing, de-
tecting, and eliminating the consequences
of cyber incidents involving these assets;

m organizing and conducting practical sem-
inars on cybersecurity for the subjects of
the national cybersecurity system and
owners of cybersecurity assets;

m preparing and publishing on its official
website recommendations for countering
modern types of cyberattacks and cyber
threats;

® interacting with law enforcement agen-
cies, ensuring their timely notification of
cyberattacks;

= Examples of activities of the State Cyber
Protection Centre to strengthen cyber resil-

. ® interacting with foreign and international
ience:
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m Expanding the technical capabilities of
the National Center for Backup of State In-
formation Resources. Thus, the State Cyber
Protection Centre transferred server equip-
ment to expand the storage capacity of the
disaster recovery system for national elec-
tronic information resources. This should
increase the level of protection of critical
information infrastructure against potential
cyber threats.

= Study of the malware spread in Ukraine.
In December 2023, the State Cyber Protec-
tion Centre published the results of a study
on the spread of SmokelLoader malware
in Ukraine from May to November 2023,
conducted jointly with the research team
Unit 42 of Palo Alto Networks company.
Experts analyzed, in particular, 23 waves
of phishing attacks, some of which were of
Russian origin.

organizations on cyber incident response,
in particular through participation in the
FIRST Forum of Security Incident Response
Teams and payment of annual member-
ship fees;

= interacting with Ukrainian computer
emergency response teams, as well as oth-
er enterprises, institutions, and organiza-
tions, regardless of ownership, that carry
out activities related to cyberspace security;

m processing information received from cit-
izens about cyber incidents concerning cy-
ber defense assets;

= assisting government agencies, local gov-
ernments, military formations established
in accordance with the law, enterprises, in-
stitutions, and organizations regardless of
ownership, as well as citizens of Ukraine in
addressing cybersecurity and countering
cyber threats.


https://scpc.gov.ua/uk/articles/362
https://scpc.gov.ua/api/files/8e300d33-6257-4d7f-8f72-457224268343
https://scpc.gov.ua/api/files/3d552013-d5f6-4c75-9ea3-9e77b429d7a7

= Examples of CERT-UA activities to strength-
en cyber resilience:

= Practical seminars for cyber specialists.
CERT-UA experts initiated a workshop for
cyber defense practitioners from state au-
thorities, local governments, military units,
government agencies and enterprises to
discuss cyber threats and exchange expe-
riences in responding to them.

= |nformation, consulting, and practical ma-
terials on cybersecurity. For example, CERT-
UA experts have prepared step-by-step
instructions (along with screenshots) for
improving account security by setting up
two-factor authentication for some mes-
sengers and information systems, includ-
ing Telegram, Signal, WhatsApp, Viber, Ukr.
net, Google, and Facebook.

= Regular monitoring of cyberattacks in
the Ukrainian digital space, explaining the
details of their execution, and providing
recommendations for protection against
them. For example, CERT-UA experts ana-
lyzed, in particular, new ways of hack-
ing accounts through alleged «voting» in
messengers, phishing attacks to obtain
authentication data for public email ser-
vices, online fraud using the theme of «fi-
nancial aid,» sending SMS messages with
the theme of court summonses, targeted
attacks against Ukrainian military person-
nel using the theme of recruitment to the
3rd Separate Assault Brigade and the Israeli
Defense Forces, etc.

= National Police of Ukraine:

= ensures the protection of human and civ-
il rights and freedoms, as well as the inter-
ests of society and the state from criminal
offenses in cyberspace;

= carries out measures to prevent, detect,
stop, and solve cybercrime, and raise public
awareness of cybersecurity.

To implement the state policy in the field of
counteracting cybercrime, to timely inform
the public about the emergence of new cy-
bercriminals, to implement software tools
for systematizing cyber incidents, and to
respond to requests from foreign partners,
the Cyber Police Department of the Na-
tional Police of Ukraine (cyber police) was
established. One of the main goals of the
cyber police is to maintain a safe digital en-
vironment for Internet users.

You can get online help and provide in-
formation for a prompt response to cyber
incidents in the digital reports system for
citizens at the following link: https://ticket.
cyberpolice.gov.ua/. The information will be
processed in accordance with the Law of
Ukraine «On Citizens’ Appeals».

= Examples of cyber police activities:

= |n 2022, cyber police officers processed
5,000 criminal offenses, detected 2,300
cybercrimes, notified 1,000 people of sus-
picion of committing 2,300 criminal offens-
es; detained more than 100 cybercriminals,
and sent 2,700 criminal offenses charging
840 people to court with indictments.

m |n 2023, the performance of cyber po-
lice officers increased significantly: they
processed more than 6.4 thousand crimi-
nal offenses, detected 3.6 thousand cyber
crimes, and notified 1.7 thousand people
of suspicion for committing 3.7 thousand
criminal offenses. In addition, the cyber po-
lice sent 4,000 criminal offenses to court
with indictments against 1,300 people.

= According to data announced in March
2024, the cyber police receive an average
of about 40,000 citizen complaints a year.
80% of them are related to fraud (including
phishing). In addition to investigating cases
of online fraud, the cyber police also regu-
larly informs about its new forms and pro-
vides recommendations on how to avoid
fraudsters.

7.2. INSTITUTIONAL FRAMEWORK FOR COUNTERING DISINFORMATION

The leading institutions and initiatives aimed at
combating disinformation in Ukraine include
the following:

= The Center for Countering Disinformation
(CCD) is an operating body of the National Se-
curity and Defense Council (NSDC) established

by the NSDC decision of March 11, 2021 «On the
Establishment of the Center for Countering
Disinformation», enacted by Presidential De-
cree No. 106 of March 19, 2021.

It should be emphasized that the CCD does
not have the status of an executive body or the
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right to conduct inspections or impose sanc-
tions. Its main role is to coordinate actions to
counteract disinformation and formulate poli-
cies in this area, primarily:

= analyzing and monitoring events, phe-
nomena and threats in the information
space of Ukraine, the state of information
security, and Ukraine's presence in the
global information space;

= providing the NSDC and the NSDC Sec-
retary with information and analytical ma-
terials and proposals on issues related to
ensuring Ukraine's information security, de-
tecting and countering disinformation, ef-
fectively countering propaganda, destruc-
tive information influences and campaigns,
and preventing attempts to manipulate
public opinion;

= participation in the development of the
strategic communications system, organi-
zation and coordination of measures for its
development;

= participation in the development and im-
plementation of the Information Security
Strategy of Ukraine, analyzing the state of
its implementation, in particular, the effec-
tiveness of measures to counter disinfor-
mation;

= participation in the creation of an integrat-
ed system for assessing information threats
and responding to them promptly;

= developing a methodology for detecting
threatening information materials of a ma-
nipulative and disinformation nature;

® promoting cooperation between the state
and civil society institutions to counter dis-
information and destructive information
influences and campaigns, organizing and
participating in information and aware-
ness-raising events to increase media liter-
acy in society;

= studying, summarizing, and analyzing the
experience of other states and internation-
al organizations in countering disinforma-
tion and preparing proposals for its use in
Ukraine.

= Examples of the activities of the CCD to im-
prove information security:

= Refutations. The Center regularly refutes
and explains the motivation behind the
spread of Russian disinformation and ma-
nipulation. Examples of false information

debunked include: allegedly mining the
pbanks of the Tysa River to prevent men
of conscription age from fleeing abroad,;
Ukrainian military blocking the evacuation
of civilians from Vovchansk to use them as
human shields; explanation of Russian ma-
nipulation about the absence of lines of de-
fense in Kharkiv region, etc.

= Articles. The CCD specialists prepare arti-
cles that address important socio-political
issues, in particular in the field of counter-
ing disinformation. For example, «<How the
EU will counter Russian disinformationy,
«Why Russia accuses Ukraine of the terror-
ist attack [at the Crocus City Hall concert

hall]», etc.

®m Podcasts. In the podcast format «Dez-
inFAKEtsia», the specialists of the CCD
periodically discuss the main events of
the information component of the Rus-
sian-Ukrainian war, such as fakes and ma-
nipulations about power outages, provo-
cations on the personal data update in the
conscription centers, intimidation of the
world with Russia's nuclear weapons, etc.

= |dentified threats. The CCD constantly
monitors and analyzes the threats posed
by Russian disinformation and describes
them. For example, experts have identi-
fied how Russia uses «youth forums» to
spread propaganda in the temporarily oc-
cupied territories, how Russia promotes its
propaganda at the UN under the guise of
protecting human rights, what pro-Russian
narratives are promoted in the media of the
Clobal South (Middle East), etc.

m Reports. The Center's experts regularly
publish analytical reports covering various
aspects of Russia's disinformation cam-
paigns. The published reports covered such
topics as discrediting Ukrainian refugees,
channels of spreading hostile propaganda
on social network X and TikTok, Russia's in-
formation influence in Germany, etc.

= The Center for Strategic Communications
and Information Security (hereinafter referred
to as the CSCIS) is a state mechanism for coun-
tering disinformation, established in March
2021 under the Ministry of Culture and Informa-
tion Policy of Ukraine (hereinafter referred to as
the MCIP).

The CSCIS operates in three areas:

= building strategic communications - de-
veloping narratives to strengthen Ukraine’s
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position on the topics most targeted by the
aggressor; developing messages for coor-
dinated state communication; combining
the efforts of the state and the public sec-
tor to counter disinformation in a coordi-
nated manner;

= countering disinformation and building
resilience to it - creating an online resource
that provides a response to information
threats, a unified database of the aggres-
sor’'s information presence, access to tools
for building resilience, support for Ukrainian
narratives; conducting information cam-
paigns; creating a public platform for dis-
cussing problems and developing solutions
to counter disinformation;

= joining forces with the world - regular in-
formation about Russia’s hybrid aggression;
building cooperation with countries that
face similar information threats as Ukraineg;
developing mechanisms to counter disin-
formation together with partners.

Examples of the activities of the CSCIS to im-
prove information security:

m «School of Countering Disinformation. The
school, established at the CSCIS trains civil
servants in strategic communications, cri-
sis communications, and countering disin-
formation. Over 100trainings sessions have
been held as part of the school’s activities,
and more than 1,000 people have partici-
pated.

s Refuting fakes. The Center is actively en-
gaged in countering Russian disinformation
and refuting fakes spread in the context
of Russian aggression. Thus, the following
Russian fakes were refuted: «Ukrainian in-
telligence services were involved in the at-
tempted assassination of Donald Trump»,
«Kyiv staged a play with a bloodied doctor
at Okhmatdyt», «Zelenskyy is robbing the
frontline and misleading the West», etc.

= A manual on the main aspects of coun-
tering Russian disinformation. The team of
the CSCIS together with the Center for De-
mocracy and Rule of Law created a manual
«Russia's Hybrid War against Ukraine. How
to win on the information front».

m Research. The CSCIS specialists regularly
conduct research in the field of informa-
tion security, for example, «Kyiv_in Three
Days,» «Dirty Bomb» and «Second Stalin-
grad». How Russian Propaganda Changed
During Two Years of Full-scale War. Another

example is a joint study by the CSCIS and
the Center for Democracy and Rule of Law
on Russian disinformation on social media,
How Russia Attacks Ukraine with Disinfor-
mation through Facebook Ads.

= Monitoring reports and investigations. As
part of its monitoring of Russian disinforma-
tion and propaganda narratives, the CSCIS
publishes daily digests of hostile propagan-
da. In addition, experts study the methods
and ways of spreading Russian propaganda
and explain them in their materials: «What
Russian Tarotists Foretell During the War»,
«Real Photos and Fake News: How Rus-
sian Propaganda Invented the ‘Snow White
Women's Battalion'», etc.

= National Media Literacy Project «Filter».
This is a project of the MCIP, created in 2021 to
improve the media literacy of citizens. Its goal
is to unite the efforts of government agencies,
the public sector, international organizations
and the media community to improve the
knowledge of Ukrainians in the field of media
literacy.

Examples of Filter activities to improve in-
formation security:

m Catalog of materials for media education.
A separate section has been created on the
Filter website that groups available man-
uals, videos, comics, and other interactive
materials to improve information literacy for
different categories of people: teachers and
students, parents, teachers and students,
journalists, and the general audience - for
everyone.

m Map of verified information sources. As
part of the Filter's activities, a special re-
source has been developed that contains
a wide list of trusted media outlets, both
national and local, in different regions of
Ukraine.

= Media literacy strategy. In June 2024, Fil-
ter, together with the MCIP, presented the
Strategy of the Ministry of Culture and Infor-
mation Policy of Ukraine for the Develop-
ment of Media Literacy for the period until
2026. This document should become a stra-
tegic and conceptual guide for the future. It
aims to increase the resilience of Ukrainian
society in the face of disinformation, ensure
responsible use of media content, and im-
prove the level of critical thinking and the
overall well-being of citizens through the
ability to make informed decisions.
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It is important that the strategy includes
separate sections on information/media
literacy and digital literacy. Digital literacy
consists of the use of digital hygiene rules
in everyday life and develops the following
competencies:

= ability to protect personal data and pri-
vacy;

= Understanding the impact of social me-
dia algorithms and browser settings on
the selection of information consumed
by a person;

= ability to distinguish between secure
media services and environments;

= the ability to protect oneself from fraud
and misuse on the Internet;

= understanding the artificial intelli-
gence application, the opportunities and
threats it poses;

= the ability to use digital technologies to
participate in social life;

m digital etiquette when using media ser-
vices.
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8. INTERNATIONAL DIMENSION
OF ENSURING DIGITAL
AND INFORMATION RESILIENCE
OF UKRAINE

THE CYBERSECURITY STRATEGY OF UKRAINE PAYS INCREASED ATTENTION TO THE Dl-
RECTION OF UKRAINE'S FOREIGN POLICY ACTIVITIES IN THE FIELD OF CYBERSECURITY.
UKRAINE'S GOAL IS TO DEEPEN EUROPEAN INTEGRATION PROCESSES BY STANDARDIZING
APPROACHES, METHODS, AND MEANS OF ENSURING CYBERSECURITY WITH ESTABLISHED
EU AND NATO PRACTICES, TAKING OTHER MEASURES AGREED UPON WITH KEY FOREIGN
PARTNERS AIMED AT STRENGTHENING UKRAINE'S CYBER RESILIENCE, DEVELOPING THE CA-
PABILITIES OF THE NATIONAL CYBERSECURITY SYSTEM AND PROTECTING NATIONAL INTER-
ESTS IN CYBERSPACE.

THE STRATEGY STIPULATES THAT UKRAINE WILL COOPERATE WITH INTERNATIONAL PART-
NERS, ORGANIZATIONS, AND OTHER STAKEHOLDERS WHO SHARE A COMMON VISION OF
THE FUTURE OF CYBERSPACE AS GLOBAL, OPEN, FREE, STABLE, AND SECURE SPACE, BASED
ON RESPECT FOR HUMAN RIGHTS, FUNDAMENTAL FREEDOMS AND DEMOCRATIC VALUES,
WHICH IS THE KEY TO UKRAINE'S SOCIO-ECONOMIC AND POLITICAL DEVELOPMENT.

UKRAINE PLEDGES TO CONTINUE TO ACTIVELY PARTICIPATE IN THE INTERNATIONAL DIA-
LOGUE ON RESPONSIBLE BEHAVIOR OF STATES IN CYBERSPACE ON THE BASIS OF COM-
PLIANCE WITH THE PRINCIPLES OF INTERNATIONAL LAW, THE UN CHARTER, AS WELL AS
NORMS, RULES AND PRINCIPLES OF RESPONSIBLE STATE BEHAVIOR.

8.1. COOPERATION WITH INTERNATIONAL
PARTNERS IN THE FIELD OF CYBERSECURITY

8.1.1. COOPERATION WITH THE EU
TO ENHANCE CYBER RESILIENCE

Cyber dialogues. Since 2021, Ukraine and the
EU have jointly held three rounds of cyber di-
alogues to deepen cooperation in cybersecu-
rity and adapt Ukrainian legislation to EU law:

m First round (June 2021). Ukraine and the EU
exchanged information on the institutional
structure and powers of authoritiesin the field
of cyberspace. The parties also discussed the
update of the EU Directive on the Security of
Network and Information Systems (NIS Direc-
tive) and Ukraine's efforts to develop cyber-
security policies and legislation aligned with
the EU legal and institutional framework.

m Second round (September 2022). Against
the backdrop of full-scale Russian aggression,
the dialogue participants emphasized the im-
portance of further cooperation to build resil-
ience to cyber threats. The EU has allocated
EUR 29 million for Ukraine to strengthen its
cyber resilience. The parties continued the di-
alogue on harmonizing Ukrainian cybersecu-
rity legislation with relevant EU standards (in
particular, updates to the NIS Directive).

m Third round (July 2024). The participants ex-
changed information about their experience
and challenges in the field of cybersecurity.
They continued to share news about the har-
monization of Ukrainian legislation with the
EU regulatory framework, in particular the
NIS 2 Directive. The Directive came into force
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in January 2023, and EU countries must im-
plement it by October 2024. It provides for
the implementation of legal measures to im-
prove the overall level of cybersecurity in the
EU, such as creation of a dedicated computer
security incident response team (CSIRT) and
a competent national authority for network
and information systems (NIS); harmonization
of national cybersecurity strategies, security
requirements and reporting; strengthening
cooperation between EU member states for
cybersecurity management (EU-CyCLONe);
introduction of more cybersecurity standards
for critical infrastructure facilities and private
companies that fall within the scope of the di-
rective; strengthening cooperation between
states and the private sector in the field of cy-
bersecurity, etc.

Ukraine will need to update its legislation in
line with NIS 2 approaches, including cyber-
security requirements for critical infrastruc-
ture facilities and certain private companies,
reporting and information exchange mech-
anisms, deeper cooperation with EU states,
etc.

Cooperation with ENISA. In November 2023,
the National Coordination Center for Cyber-
security and the State Special Communica-
tions Service of Ukraine signed a cooperation
agreement with the European Union Agency
for Network and Information Security (ENI-
SA). The agreement aims to share best prac-
tices, raise awareness of cyberspace threats,
and build capacity.

The agreement with ENISA is an additional
component of Ukraine's support for strength-
ening its cyber resilience and protection
against Russian cyberattacks. It is a long-
term agreement and provides for coopera-
tion in the following areas:

m Awareness-raising and capacity building to
enhance cyber resilience: cybersecurity edu-
cation and training at the EU level, exchange
of tools and programs to raise awareness in
the field of cybersecurity;

m sharing best practices to harmonize
Ukrainian legislation with EU standards, such
as the aforementioned NIS 2 Directive;

m systematic exchange of knowledge and in-
formation to increase overall awareness of
the cyber threat landscape.

Creation of a cyber lab and cyber class-
room. The EU, through the European Peace
Facility, supports the strengthening of the cy-

bersecurity capabilities of the Armed Forces
of Ukraine. Thus, the EU has allocated 3 mil-
lion euros to establish a cyber lab and a cyber
classroom:

m The cyber lab allows for the creation of a
realistic online environment for education,
training, and research, so that the military
of the Armed Forces of Ukraine can practice
their skills of responding to cyberattacks in
real time;

m The cyber classroom provides 15 worksta-
tions and the necessary software and hard-
ware for conducting cyber defense training
and exercises.

The project is led by the Electronic Gover-
nance Academy (eGA), and the cyber lab and
cybersecurity training were implemented in
cooperation with CybExer Technologies.

8.1.2. COOPERATION WITH NATO
TO ENHANCE CYBER RESILIENCE

NATO’s Joint Cyber Defense Center of Ex-
cellence (NATO CCDCOE). Established in
2008 and headquartered in Tallinn, one of
NATO's leading centers coordinates various
initiatives, training, and education solutions
aimed at protecting information systems in
cyberspace. The CCDCOE also developed the
Tallinn Manual (revised and updated several
times), a leading academic work exploring
the application of international law to cyber
warfare.

The CCDCOE includes both individual NATO
and non-NATO countries that share common
principles and vision for cybersecurity.

Ukraine became a contributing member of
the CCDCOE in March 2022, and a year later,
in May 2023, it officially joined as a full mem-
ber. This enables joint research, training, and
the exchange of experience and best practic-
es in cybersecurity.

Thus, in April 2024, it became known that
Ukraine would for the first time participate
in the world’s largest cybersecurity exercise,
Locked Shields 2024, held under the auspices
of the CCDCOE. This year's exercise will bring
together about 4,000 experts from more than
40 countries who will be tasked with protect-
ing the infrastructure of a fictional country in
conditions close to real life. Participation in
this exercise is an essential step for Ukraine
and demonstrates its commitment to inter-
national cooperation in cybersecurity.
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Verification of cybersecurity systems accord-
ing to standards used in NATO countries. In
July 2024, the Ministry of Defense of Ukraine
announced that for the first time in the histo-
ry of Ukraine, the DELTA military system had
successfully passed a cybersecurity diagnostic
according to NATO standards. «DELTA» is a mil-
itary system that allows planning operations
and monitoring events on the battlefield in real
time. It provides information exchange within a
unit, brigade, grouping, and, if necessary, with
allies.

The certification of the DELTA system took a
month and a half. In the process, 162 informa-
tion security measures used in the system were
analyzed. It was found that it is based on mod-
ern technologies and meets NATO standards for
cyber defense.

Visits to NATO headquarters and bodies to
enhance cybersecurity cooperation. Dele-
gations of Ukrainian cybersecurity institutions
periodically visit NATO bodies to exchange infor-
mation and experience.

Thus, in July 2023, a delegation of represen-
tatives of Ukraine’'s main cybersecurity actors
visited NATO Headquarters, NATO'’s Allied Com-
mand and the NATO Communications and In-
formation Agency as part of the C4 Knowledge
Sharing Project of the NATO-Ukraine Compre-
hensive Assistance Package Trust Fund.

The delegation included representatives of the
NCCC, the Security Service of Ukraine, the State
Special Communications Service, the Minis-
try of Defense of Ukraine, the Armed Forces of
Ukraine, the Cyber Police Department of the
National Police of Ukraine, and the Prosecutor
General's Office.

With the assistance of NATO Headquarters'
Emerging Security Challenges Division and
the Mission of Ukraine to NATO, the delega-
tion had the opportunity to get acquainted
with NATO's cybersecurity structures. The
Ukrainian participants presented an overview
on Ukraine's cybersecurity system and les-
sons learned during the ongoing cyber war
with Russia. They also presented proposals to
deepen future cooperation with NATO in the
field of cybersecurity.

8.1.3. INTERSTATE COOPERATION
TO COUNTERACT CYBERCRIME

Given the significant number of phishing
attacks and other cybercrimes in Ukrainian
cyberspace (some of which are carried out
outside Ukraine or affect several countries),
it is worth to consider Ukraine’s cooperation
with other states to counter these and other
threats.

To strengthen the fight against cybercrime,
Ukraine has ratified the Convention on Cy-
bercrime, the first international treaty of its
kind to counteract crime on the Internet.
This document, originally opened for signa-
ture in 2001, was entered into force in 2006
in Ukraine.

In the same year, Ukraine ratified the Addi-
tional Protocol to the Convention on Cyber-
crime, which criminalizes acts of a racist and
xenophobic nature committed through com-
puter systems (entered into force in 2007). In
2022, Ukraine signed (but has not yet ratified)
the Second Additional Protocol to the Con-
vention on Cybercrime on enhanced cooper-
ation and disclosure of electronic evidence.

8.2. COOPERATION WITH INTERNATIONAL
PARTNERS IN THE FIELD OF INFORMATION SECURITY

8.2.1. COOPERATION WITH THE EU TO
COUNTERACT DISINFORMATION

EUvsDisinfo. The EU has long been active-
ly fighting disinformation, including Russian
disinformation. One of the leading European
projects to counter disinformation is the «EU-
vsDisinfo». It was launched in 2015 to identify,
analyze, and raise awareness of various forms
of disinformation, primarily Russian. Similar ac-
tivities are carried out by the Ukrainian CSCIS,
CCD and some other institutions.

«EUvsDisinfo», together with the Ministry of
Foreign Affairs of the Republic of Estonia and
MCIP, the Ministry of Foreign Affairs of Ukraine,
and the NGO «BRAND UKRAINE» initiated the
campaign «Nations Against Disinformation».
The campaign aims to raise awareness of the
dangers and negative consequences for soci-
ety caused by disinformation, including Rus-
sian disinformation. As part of this activity, the
partners also share best practices in counter-
ing disinformation at joint international events,
conferences, webinars, and workshops.
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Conferences and forums. One of the import-
ant steps in developing a shared vision of le-
vers and ways to counter disinformation is to
discuss current issues related to the spread of
disinformation at public events, conferences,
and forums.

For example, in December 2022, the confer-
ence «Countering Russian Fake Narratives
- EU-Ukraine Forum on Countering Disinfor-
mation» was held in Brussels. It aimed to draw
the attention of European politicians, academ-
ics, experts, and the media to Russia's infor-
mation war against Ukraine and Europe. An-
other important aspect was the discussion of
best practices in countering Russian disinfor-
mation and the development of a joint action
plan. The event was attended, in particular, by
representatives of the Strategic Communica-
tions Task Force, which studies the spread of
Russian disinformation.

Agreements with individual EU member
states. In October 2023, the media regula-
tors of Latvia, Lithuania, Poland, Romania, and
Ukraine signed a joint declaration on cooper-
ation and mutual support in countering disin-
formation.

The participating countries agreed to sup-
port each other in analyzing and curbing the
spread of multidimensional disinformation,
including Russian disinformation, at the na-
tional, regional, and international levels. They
will try to develop common positions and as-
sessments in the field of countering disinfor-
mation.

The Declaration also provides for joint activ-
ities to educate citizens on how to identify,
respond to, and prevent disinformation. This
will be done through educational campaigns,
trainings, seminars, and cooperation between
European and national fact-checking plat-
forms.

Similar agreements to join forces to counter-
act propaganda and strengthen information
security are contained in many recently con-
cluded bilateral security cooperation agree-
ments between Ukraine and other EU mem-
ber states, such as Germany and Poland.

8.2.2. COOPERATION WITH NATO TO
COUNTERACT DISINFORMATION

Strategic Communications Committee of
the NATO-Ukraine Council. The intensifi-
cation of cooperation in strategic communi-
cations between Ukraine and NATO reached
a qualitatively new level in March 2024. The

foundational meeting of the NATO-Ukraine
Council Strategic Communications Commit-
tee was held at NATO Headquarters in Brus-
sels.

During the meeting, representatives of the
Ukrainian delegation spoke about Ukraine's
work in ensuring information security and
counteractng Russian disinformation and pro-
paganda. Particular attention was paid to the
mechanisms for conveying truthful informa-
tion to the population in the temporarily occu-
pied territories.

NATO Allies have reaffirmed their readiness
to support Ukraine, in particular in the fight
against Russian disinformation and propagan-
da. This cooperation is mutually beneficial, as
Ukraine can share with NATO member states
its unique experience in conducting success-
ful communications and countering disinfor-
mation in times of war.

Cooperation and partnership in strategic
communications with NATO is important for
Ukraine because it will help:

m more effectively counter Russian disinforma-
tion and propaganda, and better protect our
information security;

m to raise awareness of Ukraine and NATO and
increase their credibility in the international
arena;

m to once again support Ukraine's Euro-Atlan-
tic aspirations.

NATO-Ukraine Platform to Counter Hybrid
Warfare. One of NATO's priorities is to count-
er hybrid threats, including disinformation
and propaganda. To facilitate the exchange
of experience in this area, the NATO-Ukraine
Platform on Countering Hybrid Warfare was
launched at the 2016 NATO Summit in War-
saw. This meeting platform aims to deepen
cooperation in detecting and countering hy-
brid threats, such as disinformation, to in-
crease resilience.

Within the framework of the platform’s activ-
ities, expert meetings are periodically orga-
nized, where experts from both sides share
experiences and best practices in countering
various hybrid threats. One such expert meet-
ing was held in November 2023 in Moldova.
Among the issues discussed were challenges
related to the effective organization of strate-
gic communications and countering disinfor-
mation.
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8.3 RECOMMENDATIONS FOR IMPROVING

UKRAINIAN LEGISLATION

ON CYBERSECURITY AND DISINFORMATION

8.3.1. RECOMMENDATIONS FOR
IMPROVING CYBERSECURITY
LEGISLATION

Ukrainian cybersecurity legislation current-
ly needs more effectiveness in coordinating
efforts between different government agen-
cies. There needs to be a more clearly defined
and systematic state policy.

In particular, it manifests itself in the fol-
lowing ways:

s Lack of a systematic approach. Despite
the existence of many regulatory instruments
that define the powers and competencies of
various institutions in the field of cybersecu-
rity, there is currently a lack of a more com-
prehensive, effective system of management
and interaction between government agen-
cies. Sometimes their powers overlap. Under
certain circumstances, this can lead to prob-
lems in coordinating their actions and com-
plicate the development and implementation
of joint measures to counter cyber threats.

= Lack of regulation of partnership between
the state and the private sector. Ukraine
has not yet established a transparent system
of cooperation between the public and pri-
vate sectors to exchange information, joint
planning and implementation of cybersecu-
rity projects.

= Insufficient compliance of Ukrainian cy-
bersecurity legislation with the provisions
of Directive NIS 2. Although this is a relative-
ly new directive and even EU member states
have time until October 2024 to fully imple-
ment it, harmonizing Ukraine's national reg-
ulatory framework with Directive NIS 2 is an
essential step in the context of Ukraine's Eu-
ropean integration aspirations.

The following steps can be taken to im-
prove the situation:

= Amend cybersecurity legislation. Update
existing regulations to ensure clear, consis-
tent policies and strengthen interagency co-
ordination.

= Intensify partnerships between the state
and the private sector. Develop transparent

and effective procedures for involving the
private sector in national cybersecurity strat-
egies, including support for innovation and
data sharing.

= Harmonize national legislation with NIS 2
approaches. This includes cybersecurity re-
guirements for critical infrastructure facilities
and individual private companies, reporting
and information exchange mechanisms, in-
depth cooperation with EU countries, etc.

8.3.2. POTENTIAL STEPS TO COUNTERACT
DISINFORMATION AT THE STATE LEVEL

In order to effectively counteract disinforma-
tion, it is important to have a certain under-
standing of this phenomenon in the law, tak-
ing into account the protection of freedom
of speech and protection against censorship.
Since there is currently no single approach to
interpreting disinformation either in Ukraine
or internationally, we can start by defining
the criteria for disinformation, as without this
it is sometimes difficult to effectively identify
and counter it.

The following recommendations can help
improve Ukraine’s approach in this area:

= Legal definition of disinformation crite-
ria. It is important to enshrine in legislation
the criteria for disinformation, taking into ac-
count international standards in this area.

= Media literacy programs with cybersecu-
rity elements. Educational programs for dif-
ferent groups of people need to be expand-
ed, including mandatory courses for civil
servants, critical infrastructure workers, etc.
Media literacy programs should include ele-
ments of digital security.

= Intensify partnerships between the state
and the private sector. New joint public-pri-
vate partnership initiatives in cybersecuri-
ty and countering disinformation should be
promoted.

These recommendations will help to better
develop the regulatory framework and ap-
proach to regulating and countering disinfor-
mation through the lens of cybersecurity.
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CONCLUSIONS

AGAINST THE BACKDROP OF A FULL-SCALE
INVASION, RUSSIA IS SYNCHRONIZING
CONVENTIONAL WARFARE WITH
CYBERATTACKS AND DISINFORMATION
CAMPAIGNS TO ENSURE THE MOST
DESTRUCTIVE IMPACT ON UKRAINE'S
DIGITAL AND INFORMATION SPACES.

THIS STUDY HIGHLIGHTS THE COMPLEX
AND MULTIFACETED NATURE OF SUCH
CHALLENGES.

After analyzing a wide range of cyberattacks
through the lens of disinformation, we con-
cluded that protecting against such threats re-
guires an integrated effort that encompasses
technical, legal, and educational aspects.

The study of cyber threats through the prism
of disinformation, including website cloning,
hacking, satellite jamming, DDoS attacks, and
phishing, has shown that such attacks can
have a severe impact on Ukraine's digital and
information ecosystems, especially in the face
of Russia’'s ongoing aggression. Identifying and
analyzing the techniques used by attackers is
crucial in developing effective defense strate-
gies and responses to these threats.

Key recommendations for countering cyber
threats and disinformation:

m improve the state cybersecurity regulation to
establish more effective mechanisms of coop-
eration between government agencies;

= improve mechanisms of interaction between
the public and private sectors to exchange in-
formation and best practices for countering cy-
ber threats and disinformation;

® implement modern technological solutions
to protect cyber and information systems;

= harmonize national cybersecurity legislation
with EU standards in this area, in particular NIS
2 Directive;

m approve legally defined criteria for the con-
cept of «disinformationy;

® increase the population’s level of digital and
media literacy.

Ultimately, ensuring cybersecurity and com-
bating disinformation is an ongoing process
that requires the constant active participation
of all stakeholders. Only through joint efforts
can we achieve the resilience of the digital and
information space and protect society.
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